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ABSTRACT

The use of computational technologies by nation States and other actors for offensive and
defensive purposes represents a major element of international strategic relations. Quantum
information technologies, encompassing quantum computing, quantum sensing and quantum
communication, have considerable potential to affect geopolitical dynamics among States due
to their impact upon cybersecurity, encryption, data processing and strategic planning. The
extent to which international law permits and governs the use of computational technolo-
gies, both classical and quantum, for strategic competition and conflict is an area of emerging
importance in international law. In this article, we review the use of quantum information
technologies by States for strategic purposes and the consequences arising under public in-
ternational law. We present novel analyses of legal implications arising from unique char-
acteristics of quantum systems and supplement our analysis with game theoretic models of
quantum-driven State interaction.

INTRODUCTION

A. Overview

A major motivation of research into and technological development of quantum infor-
mation technologies (QIT), including quantum computing, quantum communication and
quantum sensing, is their potential use by State actors in offensive and/or defensive geopo-
litical contexts. Over the last several decades, public international law jurisprudence has
developed an increasing focus on the rules, laws and norms that do - or ought to - gov-
ern the conduct of cyber activities by States. Exactly what constitutes ‘cyber operations,
cyber space and cyber activities’ is itself the subject of analysis and debate within the
literature and public international law fora. The focus of this article is on the question
of what changes with respect to the laws governing the use of cyber technologies when
those technologies are quantum in nature. As we discuss below, while there is not yet a
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formal international treaty instrument specifically devoted to regulating the adversarial use
of cyber technologies among States, the use of such technologies is already framed within
the existing jurisprudence governing international law generally and the use of force and
adversarial action in particular.

The question posed is thus germane and important. In an era in which the critical in-
frastructure of States upon which they rely for effective actualisation of their sovereignty is
informational, digital and cybernetic in nature, the use of such technology for adversarial
means and the risk of such technology becoming a target for the adversarial activities of
other States is becoming an even more central issue for State strategic planning than ever.
Compounded by the rapid acceleration of information technologies in the form of artifi-
cial intelligence, automated systems and communication systems all of which rely upon
layered classical digital communications infrastructure, the potential disruptive impact of
QIT is, should it be realised, profound. What is new about QIT depends on context and
the specific technologies in question, but intuitively it is the fact that the uniquely quantum
mechanical characteristics of quantum computing, quantum sensing and quantum com-
puting give rise to new avenues of action that are in principle or practice unavailable to
States under classical computing technologies that gives rise to the need to consider how
and by what means these new forms of activity ought to be regulated. International law
is classical. Quantum mechanics is non-classical. Thus integrating each requires a care-
ful analysis of how quantum-specific dynamics and effects propagate through to unique
capabilities for action and decision-making, such as the capacity for decryption of clas-
sically encrypted data, solving higher-order complexity class problems, or more efficient
information processing to afford an information asymmetry advantage for a State.

B. Structure of article

Our article is structured as follows. Section I (What is Sui Generis about QIT?) provides
motivation for the study of the international law implications of the strategic use of QIT,
focusing on the need for technological specificity, strategic certainty and dual use clar-
ity. Section II (Strategic Quantum Information Technology) introduces a taxonomy of QIT
in a strategic context via the three sectors of quantum information processing, those of
quantum computing, quantum sensing and quantum communication. It summarises key
principles of quantum mechanics relevant to understanding QIT affordances, with detailed
focus on quantum computing and cryptography, quantum networking, quantum commu-
nication protocols and quantum sensing techniques. It provides a synopsis of quantum
infrastructure stacks and makes a number of observations regarding the use of QIT, such
as its embedding within classical information processing architecture.

Section III (Geopolitical Impact of Quantum Technologies) discusses the geopoliti-
cal impacts of specific QIT applications, including machine learning and optimisation,
quantum cryptography, quantum simulation and quantum communication. It examines
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literature on the geopolitical implications of quantum sensing. Section IV (Technical
Factors Affecting Strategic QIT) provides a classical and quantum strategic taxonomy
whereby strategic behaviour of States can be considered in terms of a number of channels
such as classical-to-classical, classical-to-quantum, quantum-to-classical and quantum-to-
quantum. It continues discussion on the embedding of QIT within classical systems, not-
ing that direct quantum-to-quantum interaction is difficult, albeit possible and considers
other factors such as local constraints on action by States and the use of QIT to enhance
cyber attack strategies. It concludes with a brief note on quantum game theory and its
relevance to strategic studies of QIT use.

Section V (Geopolitical Scenarios) sets out a number of geopolitical scenarios for the
analysis of QIT use. It adopts a taxonomy that fits within the framework of international
jurisprudence and strategic behaviour, namely considering cooperative and adversarial ac-
tivities in peacetime and conflict scenarios. The section sets out two working scenarios
whose implications are revisited in the analysis of international law applicable to QIT cy-
ber operations. Section VI (International Law and Quantum Information Technologies)
presents an overview of relevant international law applicable to the strategic use of QIT by
States, with a focus on the application of principles set out in the Tallinn Manual. Section
VIII (Conclusion) discusses prospective research directions into international law gover-
nance instruments for QIT.

I. WHAT IS SUI GENERIS ABOUT QIT?

As with any new technological development, the important and necessary question arises
as to what is, from a jurisprudential perspective, sui generis about its governance [112,
111]. Is there anything new from a governance perspective that arises when technology
changes, including information processing technology in general and quantum informa-
tion processing technologies in particular? Is not the application of QIT simply another
form of information processing technology already captured by the broad jurisprudence
on the use of computational, cybertechnological and information processing technology in
general (of which QIT is merely a subset)? This question is often debated within ju-
risprudential and technology governance under auspices of the ‘technology neutrality’
of regulation. This includes emerging scholarship on the governance and ethics of QIT
[86, 88, 89, 90, 91, 87]. The answers to these questions depend in part on the operating
theory of jurisprudence - its rationale and the justification of governance itself - that one
adopts. We answer this question in the affirmative on the following bases.

A. Technology governance requires technological specificity

Firstly, we argue that while quantum information technologies qua information technolo-
gies already fall within the abstract ambit of information technology regulation [26, 81, 80,
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60, 106], including instrumental or normative prescriptions and proscriptions applicable
thereto, the purpose and function of legal principles, laws and governance instruments is
not merely to specify abstract general principles. Rather, details matter, including details
as to how, where and under what conditions technology is to be operated, used, monitored,
stored and deployed. Specificity is an important feature of the implementation of the law
itself and indeed is a hallmark of the logic of all legal systems which rely upon hierarchies
of classification in order to determine rights, obligations and interests. And specificity is
already a feature of how almost all technology is governed: legislation, regulations, rules,
precedents and guidance specifically set out the how of technology governance as it applies
to a specific technology.

B. Strategic technologies require certainty

Secondly, strategic technologies, such as those with particular impact on State strategic
behaviour, require common rules and certainty in order to regulate and motivate rule-
following by State actors and solve the coordination problems, often studied and the sub-
ject of game theoretical analyses, of how State actors whose interests do not necessarily
align may act cooperatively. The canonical case here in a State sovereignty and national se-
curity context is the regulation of nuclear weapons, such as via test-ban, non-proliferation
and other international instruments [110, 38, 37]. The monitoring and verification regimes
encoded within such instruments play an important role in motivating State behaviour to
adhere to the terms of such instruments. Thus when it comes to the use of advanced in-
formation technologies, such as artificial intelligence of quantum computing, by States for
potentially adversarial means, it is reasonable to expect that similar requirements for speci-
ficity ought to apply (consider, for example, proposals for regulation of compute levels in
respect of artificial intelligence technologies [33]).

C. Dual use of technology requires clarity

A third, but related, rationale why technological specificity regarding the governance of
QIT at international law is well-motivated is the dual use [74, ?] characteristic of such
technologies. Dual use technologies are those which have application both in civilian and
adversarial contexts, giving rise to the dilemma of how to regulate the use of and trade in
such technologies to afford beneficial utility on the one hand, while limiting their use for
adversarial or harmful means by an adversary on the other [73]. Clarity of permitted and
proscribed uses is essential in the case of dual use regimes in order to provide certainty
for stakeholders, actors and users of such technology, especially where the transition from
civilian to military use of a technology is relatively frictionless or straight-forward.
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II. STRATEGIC QUANTUM INFORMATION TECHNOLOGY

A. Taxonomy of QIT

The primary impacts of QIT can be categorised by way of a typical QIT taxonomy that
partitions QIT into its three primary divisions of quantum computing, quantum commu-
nication and quantum sensing. We consider each application and its geopolitical implica-
tions from the perspective of public international law in more detail below. The quantum
characteristics of all QIT stems from their reliance upon and utilisation of properties of
quantum mechanical systems. Comprehensive reviews of quantum mechanics and quan-
tum information processing may be found throughout the literature [109, 134, 124, 23],
including literature on quantum governance [?, 90, 86, 91, 87, 74]. However we set out
briefly the key concepts behind quantum information processing below before summaris-
ing the major subsectors of QIT, being quantum computing, quantum communication and
quantum sensing.

B. Principles of Quantum Information

Quantum computing, quantum sensing and quantum communication are three interrelated
divisions of quantum information [109, 134]. Each is united by the fact that the properties
and dynamics of the systems in question, be they computational, mechanical or commu-
nicative, satisfy the postulates of quantum mechanics. Quantum information processing
represents a means of abstractly reasoning about such systems via axioms and theorems
which in turn satisfy the postulates of quantum mechanics. Thus quantum information
processing as a discipline draws upon physics, formal theories of computation and infor-
mation theory. The key characteristic underpinning of all quantum information technology
that we assess below in the context of State governance and that which renders such tech-
nology distinct from its classical analogue is that such technology leverages the unique
properties of quantum mechanics. In formal theoretical terms, this means that such quan-
tum systems respect the postulates of quantum mechanics. These include the following:

1. Stateful. Quantum systems are stateful, being described by quantum states |ψ⟩ be-
longing to a Hilbert (vector) space |ψ⟩ ∈ H which may exist as linear superpo-
sitions of basis states |ψ⟩ = a |0⟩+ b |1⟩ for amplitudes a,b ∈ C which subsists in
state |0⟩ with probability |a|2 and |1⟩ with probability |b|2. Where the quantum state
is two-dimensional, it is denoted a qubit (short for ‘quantum bit’). Quantum states
are also represented by density operators ρ which are analogous to operator repre-
sentations of probability distributions over states. Quantum systems may subsist as
composite systems |ψ⟩ = |ψ⟩a ⊗ |ψ⟩b (product states), otherwise they are said to
be entangled. Entangled states are a unique feature of quantum mechanical systems
and are a central resource for QIT. They include for example two-qubit Bell states
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|ψ⟩ = |00⟩−|11⟩√
2

where, as can be seen, measurement outcomes for each qubit are
correlated (measuring |0⟩ on the first means it is certain that the second qubit is also
in |0⟩, and similarly for |1⟩).

2. Measurement and encoding. Information is input into quantum states via encoding
protocols [123, 124] (such as via encoding in basis states, relative phases or other
forms). Information is extracted from quantum systems via quantum measurement
[138], whereby a measuring apparatus interacts with the system. The statistics ob-
tained by repeated measurements of identically-prepared copies of quantum systems
are then used to reconstruct the properties of the system. Measurement is framed
as a quantum-to-classical channel [134] which collapses (or in the case of partial
measurements, partially collapses) the quantum system into a normalised eigenstate
corresponding to an observed eigenvalue.

3. Evolution. Closed quantum systems |ψ⟩ evolve according to the Schrödinger equa-
tion d |ψ⟩/ |ψ⟩=−iHdt whose solutions are wavefunctions representative of quan-
tum states. The dynamics of quantum evolution are encoded in the Hamiltonian
operator H whose description (such as in terms of operators, generators or circuit
gates in a quantum algorithm etc) characterises the system. Control of quantum sys-
tems occurs via control functions (realised via for example electromagnetic pulses to
instantiate logic gates etc) which steer the quantum system towards a desired state,
such as via controlled application of quantum logic gates [54].

4. Open and Closed Quantum Systems. Quantum systems interact with the environ-
ment (such as measurement apparatuses) which may be quantum or classical in na-
ture and which may be represented as its own Hamiltonian coupled to that of the
quantum system. Environmental effects decohere and affect quantum state evolu-
tion. This is often represented formally using stochastic master equations which
model the effects of, for example, environmental noise on quantum systems. Quan-
tum systems are highly sensitive to noise [138] and thus require error correction
(such as in the form of error-correcting codes) in order to achieve sufficient fault-
tolerance, such as fault tolerant quantum computing [115, 116, 23].

The fundamental properties of quantum mechanical systems above form the basis for the
unique capabilities of quantum computing, quantum communication and quantum sens-
ing. We explore each of these in more detail below and in later sections link such unique
features to capabilities State actors may leverage strategically. The postulates of quantum
theory listed above also give rise to a number of important consequences which distin-
guish QIT from classical information processing. These include (i) the no cloning theorem
[139] (that quantum states cannot be copied), (ii) the fundamental requirement for error
correction [66] in order for QIT to function (due to the sensitivity of quantum systems) in
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fault-tolerant [65] ways, (iii) measurement protocols [138] (requiring identical state prepa-
ration or multiple copies produced by an identical quantum process in order to generate
measurement statistics rather than having a single quantum state that is repeatedly mea-
sured), (iv) quantum ontological phenomena [28], manifest in contextuality [72] (order of
measurement giving rise to different statistics), uncertainty principles and non-local action
[32] and (v) that entanglement is a resource. Although we do not focus in-depth on these
consequences, they are both profound and fundamentally distinguish quantum physics
from its classical counterpart. It is also not uncommon to compare classical and quantum
information processing from an information-theoretic perspective, including comparisons
between classical and quantum models of computation, the relationship between classical
information theory [125] and its quantum counterpart. We direct the reader to technical
discussions in the literature for more detail (see [134]). Moreover, the extreme sensitivity
of quantum systems and the fact that interaction with quantum systems via measurement
can effectively decohere or demolish their quantum properties means that verification, au-
diting and control of such systems varies from classical analogues, a factor relevant to
proposals for technical control of such systems and governance regimes (such as interna-
tional legal standards and protocols). We now summarise a number of technical features
each of the three sectors of quantum computing, quantum communication and quantum
sensing.

C. Quantum Computing and Quantum Simulation

1. Quantum Computation

Quantum computing [109] is a computational paradigm whereby computation and infor-
mation processing leverages and is constrained by quantum mechanics. Quantum com-
puting is distinguished from its classical counterpart by way of the existence of properties
of superposition and entanglement noted above. Algorithms which utilise such charac-
teristics, denoted quantum algorithms, give rise to computational procedures which are
effectively unique and distinct from classical computation (or more formally, which may
be simulated by classical computation but only with super-polynomial resource cost).
Quantum algorithms vary considerably, but are often classified into three broad types
based upon the underlying quantum subroutines they leverage. These include (i) quan-
tum Fourier transforms, a class of algorithms applying a quantum version of classical
Fourier transforms, into which Shor’s algorithm [126, 127] falls; (ii) quantum search al-
gorithms such as Grover’s algorithm [68] for

√
n speedup of search based on amplitude

amplification and (iii) quantum simulation which we discuss in more detail below, and
which is sometimes classified as an effective use-case of quantum systems rather than a
specific subclass of quantum computational methods. The effect of these quantum algo-



QUANTUM INFORMATION TECHNOLOGIES AND PUBLIC INTERNATIONAL
LAW: A STRATEGIC PERSPECTIVE 8

rithmic subroutines and methods is to facilitate more efficient computational processes,
such as faster or more accurate search and quicker optimisation.

2. Quantum Simulation

Quantum simulation [62, 119, 70, 96] represents a major prospective use of quantum in-
formation systems and computation of strategic relevance to States. Quantum simulation
involves utilising controllable quantum systems to emulate and study the behaviour of
other, often less accessible or highly complex quantum systems. This approach is partic-
ularly valuable in fields such as condensed matter physics, high-energy physics, atomic
physics, quantum chemistry, and cosmology, where understanding complex quantum in-
teractions is essential. For States, the potential synthesis of chemicals and materials may
provide it with a competitive advantage in both peacetime and conflict. Quantum simu-
lations regarding strategic behaviour are speculative, but could in principle also provide
advantages for States (e.g. enabling speed-up of currently infeasible simulations).

D. Quantum Communication and Quantum Cryptography

1. Quantum Communication

Quantum communication [29, 48, 64, 94] leverages the principles of quantum mechanics
to enable secure and efficient transfer of information. It is fundamentally distinct from
classical communication as it uses quantum states, such as qubits, to encode and transmit
data. Key technologies within quantum communication include quantum key distribution
(QKD) [34, 99], quantum networks, and entanglement-based communication protocols
[57], each of which addresses specific challenges and opportunities in secure communica-
tion and information sharing. QKD provides a protocol for the secure exchange of crypto-
graphic keys by utilising features of quantum systems, specifically the no-cloning theorem
and the Heisenberg uncertainty principle to detect eavesdropping attempts. Protocols like
BB84 [34] and E91 [57] utilise either discrete quantum states (e.g., polarised photons) or
entangled particles to securely generate a shared key between two parties, even in non-
idealised settings [120]. Any interception of the quantum channel alters the quantum state
of the transmitted particles, making eavesdropping detectable. The exchanged key is used
in symmetric encryption schemes, such as AES, for secure communication. Entanglement-
based regimes for communication via quantum teleportation are particularly important for
distributed quantum systems relevant to State strategic interests. Quantum teleportation
[35, 40, 118] enables communication without measurement of an unknown quantum state
from one quantum system to another via the use of entanglement, Bell state measurements
and EPR channels [42].
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2. Quantum Networking

Quantum networking is a major prospective application of quantum communication tech-
nologies [102] that utilises quantum teleportation to enable communication among multi-
ple users across long distances without the need for inter-mediating local networks (albeit
quantum repeaters are usually a feature of such systems). Quantum networking [128] and
quantum teleportation [46] have particular strategic implications for State as a result of the
prospect of a quantum internet [135, 85], representing a network of coupled and linked
quantum computational and communication (and even sensing) devices enabling, in the
communication context, high-volume and fast information distribution [114] via quan-
tum states transmitted securely and robustly [47]. Such quantum internet proposals are
expected to provide enhanced means of using quantum technologies relevant to State ac-
tivity, including: performing QKD, quantum secure direct communication (allowing con-
fidential information to be distributed without separate key distribution), distributed and
used for distributed quantum computing, clock synchronisation, and quantum-enhanced
communication.

3. Post-Quantum Cryptography

Post-quantum cryptography (PQC) [24, 36, 50] is a set of cryptographic protocols in-
tended to be secure against adversarial attacks and decryption by adversaries equipped
with scalable fault-tolerant quantum computers. PQC is motivated as a way of addressing
the strategic threats faced by States and other actors [82] arising from the decryption capa-
bilities of quantum computers identified above which can in principle decrypt public-key
systems like RSA, Diffie-Hellman, and elliptic curve cryptography. Classical encryption
schemes often rely upon standardised classes algorithm, such as integer factoring or dis-
crete logarithm algorithms [95]. PQC algorithms, by contrast, leverage algorithms and
encodings whose decryption is in a higher complexity class i.e. it is hard or intractable
for even quantum computers, including lattice-based methods [107], learning-error based
methods [39], multivariate polynomial systems, or isogeny problems on elliptic curves
[92]. In general PCQ algorithms typically generate larger key and ciphertext sizes which
exceed resources feasibly decode.

E. Quantum Sensing and Quantum Metrology

Quantum sensing [52] in its theoretical and applied forms examines how certain quantum
mechanical properties of systems give rise to new and highly sensitive ways of measur-
ing environments, collecting data. Doing so gives rise to finer-grained information about
measurement statistics and probability distributions of environmental systems. Quantum
sensing also has been shown to improve quantum metrology, often utilising quantum-
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specific properties of superposition and entanglement, enabling more precise parameter
estimation (quantum metrology) [63, 131]. One of the more advance forms of quantum
sensing technology are quantum dots [79, 45, 31], types of quantum circuits engineered to
confine electrons (or cavities) in particular constrained environments. Quantum dots have
a variety of applications, and indeed are a candidate component of technology for quan-
tum computational substrates themselves. The underlying concept of quantum dots is the
confinement of single electrons within electromagnetic potentials such that their quantum
mechanical state can be effectively tuned or adjusted, such as by way of control archi-
tecture involving microwave pulses, magnetic resonance of other methods. By doing so,
quantum dots represent a controllable subsystem which may be coupled to an environment
in ways that allow both for fine-grained control of quantum states (enabling, for example,
the implementation of quantum circuit gates) but also enabling their use as a measurement
instrument (or apparatus). Intuitively, this is because measurement and control are both in-
teractions with the quantum system: measurement of quantum systems, particular POVM
measurements which completely characterise a system, require that the particular eigen-
states and eigenvalues of the measurement device are sufficiently well-defined in order that
measurement outcomes are distinguishable and intelligible. Existing quantum sensing de-
vices utilise the sensitivity of quantum systems realised via atomic, ion, photonic, or solid
state systems for precision measurement. They tend to be classified according to either
the quantum system or the target of measurement, with various physical characteristics
such as sensitivity, weight, size, power and cost factoring into their use. Quantum sen-
sor technology follows a protocol whereby sensors (i) are initialised, (2) are transformed
into a quantum state (e.g. superposition), (3) interact with the environment via coupled
evolution, (4) transformation into a measurable state (e.g. eigenstate), (5) measured. This
process is then repeated sufficiently for measurement statistics to be gathered. For States,
quantum sensors have application a range of applications that we mention below.

F. Quantum Infrastructure Stack

Quantum information technologies can be considered in the abstract, as a form of com-
putational technology with particular unique effects unavailable to classical technology,
or even more abstractly, as an affordance of States whose effects, rather than technical
specificity, is what matters for normative and jurisprudential consideration. Yet such
coarse-grained analysis overlooks important technical detail regarding how quantum in-
frastructure stack, within which quantum information systems are and will be necessarily
embedded, affects strategic and jurisprudential factors. It is useful to assess this stack both
vertically, in terms of how layers of classical and quantum architecture are integrated;
and horizontally, in terms of how quantum and classical infrastructure are distributed and
networked. Understanding the technical features of quantum infrastructure stacks can pro-
vide greater clarity on how and where States may actually act (where it the site or locus of
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their action, at what layer in the stack, its degree of directness and so on) and, as a result,
the consequences for the application of international law principles as a result. The two
examples we adopt for the purposes of illustrating these technical considerations are (i)
a single quantum computer and (ii) a quantum internet, comprising quantum computing
nodes networked by either classical or quantum information channels (which might be for
example a candidate quantum internet architecture).

1. Quantum Computing Stack

The typical qubit-based quantum computing stack can be represented via a layering of
features as set out in Table 1. At the base of any quantum computing device is the physical
layer upon which the quantum computational substrate is constituted, such as photonic,
superconducting, trapped ion, topological and other systems. Overlaying the physical
layer is the measurement and control layer comprising physical infrastructure for exerting
fine-grained control over the quantum system, including that required for measurement,
such as in the form of microwave pulses and laser signalling. The next layer is the error
correction layer which encodes quantum error correction protocols, such as the surface
code [66]. The logical qubit layer is way of abstracting the logical qubits formed via clus-
ters and interactions of physical qubits (mediated via error correction protocols) and may
include quantum memory structures. Foreshadowing our discussion of the Tallinn Manual
below, logical qubits constitute an element of the logical layer of quantum infrastructure.
From the logical qubit layer, there are then effective language and programming layers,
such as (i) the quantum assembly layer, analogous to assembly code layers in classical
computers; (ii) quantum compilers [61] which enable compilation of development envi-
ronments and programs; (iii) quantum intermediate representations which are ontological
representations that mediate between compilers and programming languages; (iv) quantum
programming languages which are high-level interpretive languages with considerable ex-
pressive capacity; (v) the application layer for applications and user interfaces and where
practically, for example, human interface for the application of quantum computing would
apply. In addition, we can also specify a classical interface layer such as where quantum
systems are encapsulated in classical components, such as classical registers or databases
to store measurement statistics, classical specification of algorithms and the like. Each
layer in the stack represents both a capability (quantum, classical or hybrid) and also a
potential vulnerability which may be targeted by a State adversary.
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Layer Description
Physical Quantum Layer The quantum computational substrate, which includes physical qubits

realised using technologies such as photonic systems, superconducting
circuits, trapped ions, or topological qubits. This layer involves the
physical realisation of quantum states and their manipulation.

Measurement & Control
Layer

Hardware control systems responsible for interacting with the physical
quantum layer generating precise signals to manipulate qubits, such as
microwave pulses or laser systems. These systems ensure the imple-
mentation of quantum gates and readout operations.

Error Correction Layer Quantum error correction protocols, such as surface codes or concate-
nated codes, which detect and correct errors arising from decoherence
and noise in the quantum system.

Logical Qubit Layer Logical qubits formed from physical qubits through error correction,
enabling more robust quantum computations by abstracting away the
noise at the physical layer.

Quantum Assembly Lan-
guage

Low-level programming languages designed for quantum computers,
specifying quantum operations and circuits in a hardware-specific man-
ner (e.g., OpenQASM [137]).

Quantum Compiler Software tools that translate high-level quantum algorithms into exe-
cutable instructions for the quantum hardware, optimising for specific
hardware constraints and minimising error rates.

Quantum Intermediate Rep-
resentation

Intermediate representations used by compilers to bridge high-level
code and hardware-specific assembly instructions, allowing optimisa-
tions across different hardware platforms.

Quantum Programming
Language

High-level languages used to write quantum algorithms, such as Qiskit
and Cirq. These provide abstractions that simplify quantum program-
ming for researchers and developers.

Applications Layer End-user applications leveraging quantum algorithms, such as quantum
cryptography, optimisation, machine learning, and simulation of quan-
tum systems. This layer focuses on domain-specific problems addressed
using quantum computing.

Classical Interface Layer The interface between classical and quantum systems, managing hy-
brid computations, data input/output, and pre- and post-processing of
results. This includes classical hardware and software integrated with
quantum processors.

Table 1: A typical quantum computing stack, from the physical quantum computational
substrate up through programming languages, compilers, and applications.

2. Quantum Network Stack

Quantum networks, whereby QIT systems form distributed systems, are an important
prospective QIT use case for States as noted above. A quantum network in simpliciter
involves quantum computers as nodes with message passing channels and is thus repre-
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sentable as a graph. The infrastructure requirements for quantum networks are consider-
able: they include all the required infrastructure for a single quantum computing device, in
addition to the complex infrastructure required to support distributed computing and mes-
saging. In Table 2, we set out a number of key features of the quantum network stack. Do-
ing so assists in our analysis in later sections regarding where and how States may interact
(cooperatively and adversarially). Our taxonomy is generic but is based upon proposals
for a quantum internet [135, 78]. Quantum networks [136] are comprised via quantum
nodes, being quantum computers or processors that perform information processing and
store quantum information. The nodes are connected via quantum channels that link each
node and enable information transfer between them. Although these channels may be clas-
sical, to leverage the benefits of networked quantum systems, they are quantum channels.
Overlaid on top of this core architecture are mechanisms for entanglement distribution.
These may include a quantum repeater layer which extends the range of quantum commu-
nication via correcting for errors and amplifying entanglement. Quantum networks also
require their own classical control layer for managing the network elements of the system
(distinct from those at the node level), together with network-specific quantum memory for
buffering and delayed operations. Network protocols represent an abstraction layer over
the quantum network setting out how QKD, quantum teleportation and entanglement are
managed. There may also be classical nodes themselves and a separate network quan-
tum application layer for implementation of applications at the network level (such as for
distributed quantum sensing) together with additional security infrastructure to secure the
distributed physical infrastructure, routing and topology management and other distributed
systems optimisation processes and of course error correction.
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Component Description
Quantum Nodes Quantum computers or quantum processors that serve as the computa-

tional units in the network. These nodes perform quantum computations
and store quantum information using qubits.

Quantum Channels Communication links enabling the transfer of quantum states between
nodes. Typically implemented using fiber optics, free-space photonics,
or satellite-based systems to preserve quantum entanglement.

Entanglement Distribution Mechanisms for generating and distributing entangled states across the
network, forming the backbone of quantum communication protocols.
Examples include entanglement swapping and quantum repeaters.

Quantum Repeaters Devices that extend the range of quantum communication by correcting
errors and amplifying entanglement across long distances. These are
essential for large-scale quantum networks.

Classical Control Layer Classical communication and synchronisation layer for coordinating
quantum operations, transmitting measurement outcomes, and enabling
error correction protocols.

Quantum Memory Storage units for preserving quantum states during communication or
computation. Quantum memories are critical for buffering entangle-
ment and supporting delayed quantum operations.

Network Protocols Protocols governing the operation of the quantum network, including
quantum key distribution (QKD), quantum teleportation, and entan-
glement distribution protocols. These also include hybrid quantum-
classical protocols.

Classical Nodes Classical systems that interface with quantum nodes to manage control
tasks, perform pre- and post-processing, and handle non-quantum com-
putational tasks.

Quantum Applications High-level applications running on the network, such as secure com-
munication, distributed quantum computing, clock synchronisation, and
quantum-enhanced sensing.

Security Infrastructure Mechanisms ensuring the security of quantum communication, includ-
ing QKD systems, eavesdropping detection, and classical cryptographic
support for hybrid protocols.

Routing and Topology Man-
agement

Management systems that determine the optimal pathways for quantum
and classical information, considering the unique constraints of quan-
tum communication such as no-cloning and decoherence.

Error Correction Layer Quantum error correction protocols to mitigate noise and decoherence
in quantum channels, ensuring reliable transmission and storage of
quantum states.

Table 2: Elements of a distributed quantum network detailing components and features of
a quantum internet, where quantum computers act as network nodes.
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G. QIT is embedded within classical information infrastructure

As we noted in a number of sections below, QIT is inevitably situated within classical in-
frastructure which forms an integral part of the operation and support of QIT. We include
a taxonomy of such infrastructure in Table 3. A major and important element are clas-
sical control systems, including signal generators and pulse sequence controllers, which
are essential for manipulating qubits and executing quantum operations, such as mea-
surement, encoding of information within quantum systems and classical-quantum hybrid
protocols, such as many quantum machine learning systems. Classical computing inter-
faces are also central to handling data processing, setting initialisation specifications, and
overall management of QIT. In quantum communication, networking equipment such as
classical routers and switches are essential to quantum devices being integrated into larger
network architectures, enabling communication across quantum-to-classical and classical-
to-quantum channels to subsist. Classical databases and registers are essential to retain-
ing quantum experiment results, measurement statistics and computational datasets [113].
Power supply systems and cooling mechanisms are essential requirements of all candidate
physical realisations of quantum systems, including cryogenic refrigerators, in order to
ensure the stable operation of quantum hardware under precise, low-noise, environmental
conditions.

In addition to surrounding physical infrastructure, classical processors are important
components in quantum error correction, implementing syndrome measurements to detect
and mitigate errors that arise during quantum computation. Classical systems are also es-
sential to security architecture for QIT, protecting quantum infrastructure through firewalls
and intrusion detection, safeguarding sensitive quantum operations. They are also criti-
cal to monitoring and diagnostic tools used to evaluate the performance of quantum sys-
tems, providing real-time insights into noise levels, stability, and efficiency. The classical-
quantum interface acts as middleware, translating classical instructions into quantum com-
mands and processing quantum results for classical interpretation. Together, these compo-
nents form a comprehensive classical infrastructure that supports and enhances the func-
tionality of quantum technologies.



QUANTUM INFORMATION TECHNOLOGIES AND PUBLIC INTERNATIONAL
LAW: A STRATEGIC PERSPECTIVE 16

Type of Classical Infrastruc-
ture

Description

Control Systems Classical control hardware and software used to manipulate qubits, such
as signal generators, microwave control systems, and pulse sequence
controllers.

Classical Computing Inter-
faces

Classical computers and servers that interface with quantum computers,
managing data processing, initialisation, and interaction with quantum
systems.

Data Storage Systems Classical storage solutions for retaining quantum experiment results, in-
termediate calculations, and large datasets required for hybrid quantum-
classical computations.

Networking Equipment Classical networking devices like routers, switches, and hubs that form
the backbone for integrating quantum systems into broader networks,
including quantum networks.

Error Correction Systems Classical processors that implement error detection and correction al-
gorithms for stabilizing quantum computations and communication.

Cooling Systems Cryogenic systems required to maintain the operational environment for
quantum hardware, such as dilution refrigerators for superconducting
qubits.

Power Supply Systems Reliable power infrastructure ensuring stable and uninterrupted opera-
tion of quantum and classical subsystems.

Monitoring and Diagnostics
Tools

Classical systems for monitoring the status of quantum systems, includ-
ing diagnostic tools for noise, stability, and performance analysis.

Security Systems Firewalls, intrusion detection systems, and other classical cybersecurity
measures to protect quantum infrastructure from unauthorised access.

Classical-Quantum Inter-
face

Middleware that translates classical commands into quantum instruc-
tions and vice versa, enabling seamless operation between classical and
quantum systems.

Table 3: Classical Infrastructure Surrounding Quantum Computers and Quantum Net-
works. This table outlines the classical systems that support and interface with quantum
technologies.
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III. GEOPOLITICAL IMPACT OF QUANTUM TECHNOLOGIES

A. Overview

The growing capabilities of QIT, especially advancements towards fault-tolerant quan-
tum computational devices potentially capable of facilitating decryption of classically en-
crypted information has motivated increased consideration of the impact of QIT on na-
tional security, national infrastructure, economic competitive advantage and information
ecosystems within and among States [93, 108]. In this section, we survey the primary im-
pact of QIT as they pertain to key characteristics of public international law and the law of
conflict. As we discuss throughout, national security is an integral hallmark of the jurispru-
dential principle of State sovereignty at the heart of public international law. To study the
geopolitical impacts of QIT, we map State behaviour to its classification in terms of quan-
tum computing, quantum communication and quantum sensing. Later in this article, we
consider three strategic scenarios involving States and its effect on strategic behaviour.

B. Quantum Computing Impacts

Quantum computing has extensive potential application in strategic contexts. Impacts of
quantum computing capabilities derive from the unique aspects of quantum computing it-
self, such as simulation of physical systems, including chemical and biological systems,
materials synthesis and more efficient composite materials, in ways not technically pos-
sible on classical computers. But perhaps the primary application of quantum computers
in State adversarial contexts lies in their ability to solving complex optimisation problems
and decryption. The use of quantum algorithms to solve optimisation, search and decryp-
tion problems rapidly in ways that that are infeasible on classical computers is central to
their strategic impact. Of particular note is the ability to, in principle, solve certain classes
of intractable problems (requiring exponential computational resources to solve) outside
the reach of classical computing to solve due to being in a higher complexity class (and
which could never be solved on a classical computer without exponential resource cost).
We explore a few of these below:

1. Optimisation and Machine Learning. Quantum algorithms offer potential for solv-
ing certain complex optimisation problems, such as logistics and resource allocation,
supply chain management and mission planning (pre- and during conflict scenarios
for command and control systems), which are critical in military operations. Other
more general applications include better or quicker decision-making, predictive an-
alytics or verification procedures, though the extent to which quantum systems pro-
vide a practical advantage is yet unknown in general. An extension of such methods
is the use of quantum algorithms (in concert in most cases with classical algorithms)
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for quantum machine learning. Example prospective applications include quantum-
enhanced (hybrid) algorithms for rapid classification of data, such as for example
satellite imagery, or processing large-scale datasets more quickly.

2. Simulations. Quantum systems may be used in principle to more efficiently simulate
certain classical systems faster than classical computers (and to incorporate more
fine-grained information), relevant to for example scenario modelling, central to
military planning. Quantum computers are also in principle able to more efficiently
simulate other quantum systems themselves, a process essential for understanding
complex materials and chemistry. Such simulations may help design better armour,
explosives, and energy systems or model the use of for example biological agents
by a State (or non-State) actor, enabling better preparedness against bioterrorism or
chemical warfare. For example, the simulation of molecular interactions could help
design antidotes or protective materials against chemical weapons.

3. Cryptography. Quantum algorithms techniques (such as those based on quantum
Fourier transforms and Shor’s algorithm) for decrypting existing public-key cryp-
tographic systems, such as RSA, Diffie-Hellman, and Elliptic Curve Cryptography
represent what is generally considered the primary application of quantum comput-
ing in adversarial strategic scenarios among States, both in peacetime and during
conflicts. Quantum cryptographic capabilities are (if realised) also anticipated to be
critical for State intelligence agencies, enabling both decryption of intercepted com-
munications from adversaries and the ability to test the resilience of a State’s own (or
its allies’) cryptographic encryption regimes to adversarial attack. Because encryp-
tion is central to the functioning of modern States, the strategic benefits from even
moderate capacities for such decryption are considered strategically significant. De-
fensively, post-quantum cryptographic protocols which aim to secure information
and communications systems from quantum adversarial attack is already a major
focus of research efforts among States.

As we note below, quantum computing systems are necessarily embedded within classical
computational architecture. Practically speaking, this means that State quantum comput-
ing infrastructure is likely to be cloud-based and distributed across quantum communica-
tion networks where fixed quantum computer edifices are interfaced via classical commu-
nication channels. Furthermore, as noted in our discussion of international law governing
the application of QIT, strategic cyber operations and QIT-related activities among States
will, as with their classical counterparts, occur in both peacetime and conflict scenarios.
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C. Quantum Communication, Quantum Networks and Quantum Cryptography Impacts

Quantum communication, quantum networks and quantum cryptography (which we exam-
ine in a communication context here specifically) have significant strategic implications for
States. From a strategic perspective, quantum communication provides both opportunities
and challenges for state actors. Nations with advanced quantum communication capa-
bilities can secure critical infrastructure, military communications, and financial systems
against quantum and classical cyber threats. At the same time, quantum communication
intensifies geopolitical rivalries as States compete to develop superior quantum technolo-
gies, including quantum cryptoanalysis to decrypt adversaries’ communications. Quantum
communication combines QKD, entanglement-based protocols, quantum networks, and
QRNGs to offer unparalleled security and functionality. It is a cornerstone of the emerg-
ing quantum internet and has transformative implications for secure communication, dis-
tributed computing, and international strategic dynamics. However, its implementation
poses significant technological and geopolitical challenges:

1. Quantum networks. One of the attractive potentials of quantum network technology
is in overcoming limitations of (including attenuation) and risks of intervention in
terrestrial fiber optics via the use of satellite-based quantum communication meth-
ods [97]. Examples include China’s quantum experimental science satellite, Micius
[100], enabling satellite-based QKD and entanglement distribution.

2. Quantum Key Distribution (QKD). Recall that QKD is a secure communication pro-
tocol that enables two parties to generate and share a secret cryptographic key with
the assurance that any eavesdropping attempt will be detected. QKD ensures ultra-
secure communication by leveraging quantum mechanics to detect eavesdropping.
States can use QKD for critical communication infrastructure, such as diplomatic,
military, and intelligence channels of States, ensuring confidentiality and integrity
in sensitive operations.

3. Quantum Internet and Strategic Infrastructure. Quantum communication networks,
including quantum communication satellite-based systems, represent a prospective
important form of peacetime and conflict QIT use. Such networks have particular
dual use capabilities, especially in connecting national defense systems and critical
industries securely and prospectively in conflict scenarios.

4. Post-Quantum Cryptography. Post-quantum cryptography has been a major focus of
research efforts by States seeking to secure their networks against potential adversar-
ial interference, interception and espionage. This is manifest in the long-term PQC
programme of NIST in the United States leading to a PQC standardisation regime
[25, 24]. PQC is a major priority for quantum-capable nation states because of the
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information security affordances it potentially offers against an adversary using QIT,
such as for espionage or during conflict.

D. Quantum Sensing

A number of prospective use-cases of quantum sensing have potential strategic impact.

1. Submarine detection. Submarine detection holds significant consequences for strate-
gic relationships among nuclear States due to the consequences for a State’s second-
strike capability in the event of nuclear armed conflict. Existing methods of subma-
rine detection rely upon magnetic anomaly detection, which measures disturbances
in the Earth’s magnetic field caused by a metallic substances within a submarine’s
hull. The prospective application of quantum sensors lies in their potential to im-
prove sensitivity to these disturbances, enabling detection at greater distances. There
are, however, significant technical challenges hindering the use of quantum sen-
sors for submarine detection [117]. These include ocean noise (where magnetic
disturbances from sources like ocean currents and mineral deposits, interfere with
a submarine’s magnetic signature), proximity requirements (all sensors, including,
quantum sensors perform better closer to submarines), limited range (quantum mag-
netometers such as those utilising nitrogen vacancy have limited operational range),
target variability (where submarines may vary their signatures via methods such
as degaussing) and the movement of submarines themselves. Empirical analysis
of current quantum sensing technology (and nascent technologies such as quantum
gravimetry and synthetic aperture radar) suggest that near-term submarine tracking
is unlikely.

2. Missile tracking. Quantum sensors also have potential application missile tracking
via improving the accuracy of inertial navigation systems used in ballistic missiles.
Inertial navigation relies on accelerometers and gyroscopes to track an object’s mo-
tion without external references. Quantum sensors could increase the precision of
such instruments and thus enable finer-grained targeting. The technology could also
provide an in principle advantage by reducing initial alignment errors, mitigating
gyroscopic drift due to other noise sources (such as heat or kinetic energy), albeit
doing so requires overcoming specific technical challenges to ensure they remain
robust.

3. Quantum sensor networks. Quantum sensor networks maybe also be networked in
order to created highly-sensitive quantum communication architectures. Quantum
sensor and communication networks leverage the physical characteristics of quan-
tum sensor technology and quantum communication protocols to create distributed
networks of quantum sensors across wider geospatial distances while retaining the
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benefits of quantum communication security features. Quantum systems being used
as quantum sensors are entangled with other quantum systems in long-range net-
works. An example candidate protocol theoretically explored is integrating quan-
tum sensing and communication via entanglement. A number of protocols exploring
quantum sensor networks have emerged recently, including the QISAC protocol [98]
leveraging Bell states for simultaneous quantum sensing and communication. In
this case, Alice prepares and transmits entangled photon pairs to Bob via a quantum
channel. Both parties perform randomised measurements on subsets of particles to
confirm channel security with the remaining particles being encoded with informa-
tion and used in sensing operations by Alice (such as for parameter estimation). Bob
measures the received states, decodes the messages and retrieves the measurements
statistics in question. Other proposals include cavity-based multipartite entangle-
ment [43], distributed quantum sensing systems using spin-squeezed atomic states
leveraging non-local entanglement for improved scaling effects [101]. Challenges
include technical design and engineering issues especially at the NISQ stage [116],
but also more broadly the fact that quantum entanglement diminishes after each use
(or measurement) of the quantum network itself. In quantum information science
parlance, quantum entanglement is a resource [140] (meaning it is both a necessary
resource for certain types of computation or information not otherwise possible and
that it diminishes once used).

IV. TECHNICAL FACTORS AFFECTING STRATEGIC QIT

A. Classical and Quantum Strategic Taxonomy

In this section, we briefly examine a number of technical factors regarding strategic QIT
use. As with the comparison between quantum and classical information processing itself
(as is common in information sciences when describing classical and quantum channels
[134]), strategic behaviour of States related to QIT can be taxonomically classified in terms
of quantum and classical relations:

1. Classical-to-classical, covering the use of classical information processing with re-
spect to classical information technology (e.g. conventional cyberattacks).

2. Classical-to-quantum, covering the use of classical information processing to act in
relation to QIT.

3. Quantum-to-classical, covering the use of quantum resources and QIT to act upon
classical information (or information processing systems), as exemplified by for ex-
ample quantum algorithms for decrypting classically encrypted information.
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4. Quantum-to-quantum, involving the direct use of quantum-specific processes on
quantum resources.

This taxonomy is a useful way to situate the interrelationships between quantum and clas-
sical technology in the context strategic behaviour. There is also the added complexity of
hybrid systems that leverage both classical and quantum (QIT will always be integrated
within classical information systems infrastructure). We note both this and summarise this
taxonomy in Table 4 below. We utilise this taxonomy in scenario modelling of strategic
State behaviour in section V and our analysis of the implications under public international
law in section VI below.

Information
Processing

Infrastructure
Classical Infrastructure Hybrid Infrastructure Quantum Infrastructure

Classical Processing State-sponsored cyberat-
tacks targeting classical
systems (e.g., hacking
government databases,
disrupting power grids).

Use of classical methods
to infiltrate hybrid systems
(e.g., exploiting weaknesses
in hybrid cryptographic
schemes).

Espionage on quantum re-
search facilities using classi-
cal surveillance and analysis
techniques.

Hybrid Processing Quantum-informed attacks
on classical systems (e.g.,
using quantum-inspired op-
timisation to identify vulner-
abilities in infrastructure).

State-backed operations
combining classical and
quantum methods to breach
hybrid networks (e.g., inter-
cepting classical-quantum
communication).

Manipulation of quantum
components in hybrid sys-
tems to disrupt or disable
functionality.

Quantum Processing Quantum cryptographic at-
tacks on classical communi-
cation channels (e.g., break-
ing classical encryption us-
ing quantum computing).

Quantum-based interference
in hybrid systems (e.g., us-
ing quantum simulations to
disrupt hybrid networks).

State adversaries directly at-
tacking quantum networks
or systems (e.g., disrupting
quantum entanglement or
intercepting quantum com-
munication).

Table 4: Comparison of adversarial State classical, hybrid, and quantum information
processing actions applied to classical, hybrid and quantum infrastructure. Classical-
to-classical attacks represent classical adversarial action against classical infrastructure;
classical-to-quantum represents targeting quantum infrastructure using classical methods;
quantum-to-classical attacks utilise QIP against classical infrastructure or information
(e.g. decryption); quantum-to-quantum represents the use of QIP to target quantum in-
frastructure.

B. Quantum Systems are Classically Embedded

An important fact of QIT from a governance and strategic perspective is that all QIT is
necessarily embedded within classical information processing architecture. The ontolog-
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ically [28] quantum characteristics of quantum information systems - quantum states in
superposition or entangled quantum states - cannot be directly observed. Rather, their rep-
resentation is reconstructed via the results of classical measurement statistics arising from
repeated measurements upon identically-prepared copies of the quantum system in ques-
tion. These measurement statistics are in turn used to reconstruct, for example, quantum
states via state or process tomography [67, 104]. The inherently non-classical nature of
quantum systems is represented classically by way of non-deterministic paradigms such
as probability. In the language of quantum information, measurement is a quantum-to-
classical channel. The manner in which quantum systems are controlled is also classically
based: quantum control, such as the control required to have a quantum computer under-
take a quantum computation, ultimately relies upon translating instructions and informa-
tion from classical systems (the controlling system or human input channel) to quantum
systems. This is an important point to bear in mind. In cyber attacks, such as penetration of
an adversary State’s cyber infrastructure, the actual computational processes underpinning
that penetration within an adversary’s classical network will be classical. It is not the case
that for example a quantum algorithm could be deployed onto an adversary’s classical net-
work (to afford quantum advantage offered by such algorithms for example). For a State
adversary with a quantum computer, in principle it may be possible to, for example, hack
the classical infrastructure surrounding the quantum device to embed a copy of a particu-
lar algorithm by way of for example interfering with the classical description of quantum
compilation [84] protocols, but this potential (which would in any foreseeable future be
remote) in turn relies upon mediating information between classical and quantum systems.

C. Direct quantum-to-quantum offence is difficult but possible

In principle it is of course possible for two quantum systems to interact in ways that are
‘directly quantum’ in that the proximity of those systems causes them to be coupled in a
quantum-specific way, such as via entanglement. However, engineered pure ‘quantum-to-
quantum’ cyber operations would be at current technology levels incredibly challenging, if
not impossible, to effect. This is because the direct interaction between two States’ quan-
tum systems without classical mediation requires networking of those quantum computers
which physically means coupling of all or part of those systems to each other. While
quantum computers - as with classical computers - are always coupled to their environ-
ment to some degree, the technical challenges to such coupling in an adversarial context
are formidable. Thus the prospect of mobile QIT devices being utilised by State adver-
saries for espionage activities within a rival State are remote if not impossible due to the
fundamental conditions required for quantum systems to remain robust, controllable and
stable.

The exception to this scenario, which we explore further below, is where two States’
quantum systems are entangled. It may seem fanciful that two State actors would willingly



QUANTUM INFORMATION TECHNOLOGIES AND PUBLIC INTERNATIONAL
LAW: A STRATEGIC PERSPECTIVE 24

entangle their QIT resources despite being adversaries, but plenty of instances of adver-
saries sharing resources during competitive and even conflict scenarios about throughout
history. In the quantum case, a primary example would be the sharing of QIT by way of
quantum networks. As discussed above, the networking of quantum computing can signif-
icantly affect the computational power and capabilities. The whole of a quantum internet
is literally greater than the sum of its parts. This can be seen in elementary fashion by the
fact that the number of computational states (and dimension of the Hilbert space) of an n
qubit system is 2n. Thus as n increases, the dimensionality - and thus its computational
expressiveness - increases exponentially. In peacetime, States would thus be motivated to
network their quantum devices in order to leverage the computational gains from such co-
operative coordination of shared resources. States may subsequently become adversaries
- but may also decide to share resources during conflict. Thus the prospect of shared QIT
resources, such as entangled quantum systems, is not completely implausible. In this sce-
nario, in principle we have something resembling ‘direct’ quantum means of each State
affecting the other via quantum actions which affect the mutually entangled quantum sys-
tem. It should be noted that actually controlling such an attack would itself in most cases
require classical inputs (i.e. classical inputs into the control regimes). Such quantum-to-
quantum interference could take the form, in principle, of interfering with both quantum
data and QIT processes themselves, such as how computation unfolds or how communi-
cation occurs.

D. Classical-to-quantum cyberattacks can interfere with QIT and quantum
infrastructure

While the prospect of a State actor interfering with another State adversary by way of di-
rect quantum-to-quantum interaction may seem remote, classical-to-quantum adversarial
behaviour by States is possible. Such behaviour is constituted by the use of classical infor-
mation processing, such as conventional classical cyberattack strategies, directed towards
a State adversary’s quantum infrastructure. Because any QIT infrastructure is necessarily
embedded within classical information systems - those which transmit information from
the quantum system (e.g. via recording and storing the results of measurement) and into
the system (via classical control signals, or classically-described protocols for state distil-
lation or preparation) - those classical channels can be leveraged for adversarial activity.

E. Most adversarial quantum activity will be locally constrained

The consequences of the foregoing are that, at least based on current and near-term fore-
casts, any use of QIT for State adversarial action is likely to be limited to mostly immobile
QIT devices, or QIT devices whose mobility is constrained (such as those integrated into
other mobile platforms such as vehicles). The most plausible offensive use cases are to
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do with quantum cryptography and quantum sensing where for example immobile net-
works of quantum computers are used to decrypt intercepted classical communications, or
stationary quantum sensor networks are used to detect a State adversary’s activities. The
exception, once more, is where adversarial action involves entangled quantum systems
which are geographically remote, but which can be acted upon non-locally by one State’s
interaction with its own entangled quantum system. Such a scenario certainly would in-
volve non-locality as a principle, but the actual action of a State (say which might seek to
interfere with a joint quantum network in that way) would still require that they act locally
upon their own local quantum system. This is because the physical substrate, such as the
qubits of an entangled system, are for most intents and purposes local themselves. While
they exhibit a degree of non-locality (via measurement uncertainty in their position or mo-
mentum degrees of freedom for example), the concentration of probability (measure) is in
almost all realistic cases going to be within very narrow spatial bounds (in part because
such systems need to be localised to be instantiated and controlled in the first place). The
element of control remains, in this sense, local. The consequences of the foregoing are
that, at least based on current and near-term forecasts, any use of QIT for State adversar-
ial action is likely to be limited to mostly immobile QIT devices, or QIT devices whose
mobility is constrained (such as those integrated into other mobile platforms such as vehi-
cles). Table 5 sets out some speculative examples of how classical information processing
and cyber activities by one State could adversarially target and act against another State’s
quantum infrastructure.
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Type of Adversarial Activ-
ity

Examples

Disruption of Classical Con-
trol Systems

Interfering with the classical hardware or software responsible for con-
trolling quantum systems, such as modifying pulse sequences or dis-
rupting signal generators used in quantum gate implementation.

Hacking Classical Infras-
tructure Supporting Quan-
tum Systems

Targeting classical systems that support quantum computers, such as
data centers, control servers, or networks that transmit classical instruc-
tions to quantum systems.

Manipulation of Classical
Instructions

Altering classical instructions used to initialise or operate quantum sys-
tems, such as tampering with qubit initialisation parameters or gate se-
quences in quantum programs.

Classical Interference with
Quantum Algorithms

Embedding malicious classical descriptions of quantum algorithms or
Hamiltonians into the quantum system prior to quantum compilation,
causing the quantum system to behave incorrectly.

Cyberattacks on Quantum
Network Nodes

Launching classical cyberattacks on quantum network nodes to disrupt
entanglement generation or transmission of quantum states.

Intercepting Classical Com-
munications in Quantum
Protocols

Intercepting or tampering with classical communication channels used
in quantum key distribution or error correction protocols.

Physical Disruption of
Quantum Systems

Using classical tools to physically disrupt the environment of a quan-
tum system, such as inducing electromagnetic interference or modify-
ing temperature controls.

Classical Malware in Quan-
tum Systems

Embedding classical malware into the classical-quantum interface, such
as corrupting firmware updates for quantum devices or injecting mali-
cious code into classical simulators of quantum systems.

Disrupting Quantum Com-
pilation Processes

Targeting classical compilers that translate high-level quantum algo-
rithms into executable instructions for specific quantum hardware, caus-
ing errors in the generated quantum circuits.

Classical Attacks on Quan-
tum Sensor Networks

Using classical computational or signal-jamming methods to disrupt the
operation of quantum sensors, such as quantum radar or magnetometers,
by interfering with their classical data processing layers.

Table 5: Taxonomy of classical-to-quantum adversarial actions by States including ex-
amples of how classical information processing can be used to disrupt or interfere with
another State’s quantum infrastructure.

F. QIT can enhance cyberattack strategies

As noted above, one of the major motivations for the use of quantum computing is the
existence of certain algorithms which enable, in principle, the decryption of classically
encrypted communications and data. The most celebrated of such algorithms is Shor’s al-
gorithm, a quantum algorithm based upon the class of quantum Fourier transforms which
in principle provides a means of classically (within at most polynomial time) decrypting
information encoded using classical encryption protocols such as RSA. While the practi-
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calities of decryption using a quantum computer executing such an algorithm are complex
(see [74] for a discussion of constraints), it is this potential impact which is of consid-
erable, indeed major, focus of States, motivating much of the funding envelope driving
research into quantum computing and QIT. Information confidentiality and encryption has
a rich provenance throughout State conflict and interactions [30]. The celebrated example
of Turing’s involvement in the decryption of the Third Reich’s Enigma encryption device
[130] is a practical case in point. All modern national security apparatuses rely upon mod-
ern encryption protocols for their communication and data integrity. Data confidentiality
is also critical to fundamental strategic imperatives such as nuclear stances and doctrines
that shape and define modern State geopolitics. In analogy with nuclear and other dual
use technology, the fact dual use of such technology shapes governance approaches to it.
In practice, the use of QIT, such as quantum computing devices to execute variants of
Shor’s algorithm to break classical code represents a hybrid approach that would leverage
both classical-to-classical eavesdropping and espionage techniques in order to gather data
(we set aside the use of quantum sensing for this objective) and then quantum informa-
tion processing techniques to decrypt and return the decrypted information to a classical
register.

1. Quantum decryption does not afford omniscience

We consider in more detail the technical aspects of the likely use of quantum information
systems for decryption in sections below. However, it is important to note the practical
constraints upon QIT used in cyberattacks, for example in cryptoanalysis, data gathering
(eavesdropping) of deception attacks. QIT is not some sort of omniscient oracle. Thus
even the application of Shor’s algorithm to gathered and stored data will take consider-
able time across each possibility. Classical controls and constraints will continue to apply.
Nevertheless, the use and combination of QIT in cyber offensive activities related to de-
cryption is a significant consequence of the technologies that is shaping governmental and
institutional responses to quantum technology.

2. Quantum decryption and classical infrastructure

Offensive use of QIT can also be classified in ways that borrow from classical cyber-
security literature. Quantum-based offensive cyberattacks against classical information
systems exploit weaknesses of those systems to enable and amplify their impact. They
must also engage with classical systems and infrastructure. Examples include:

1. Data gathering, where classical data is stored in advance until quantum cryptoanal-
ysis is possible;
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2. Data processing, where information gathered in side-channel attacks can be more
efficiently searched (e.g. using Grover-style algorithms noted above), or where the
search for trajectories through complex networks may be optimised on a quantum
computer;

3. Quantum simulation may enable, for example, scenario modelling by States to plot
effective cyber attack strategies;

4. Entanglement which can enable untraceable coordination among cooperating adver-
saries.

Such cryptoanalysis based attacks relying upon analysing data gathered or stored in reg-
isters include a classical component. Quantum-based methods, such as the application of
Shor’s algorithm and related decryption quantum protocols involve classical activities as
well. Thus store-now, decrypt-later (SNDL) attacks may involve classical interception of
classically-encoded communications for later decryption. Cryptoanalysis can also inter-
fere with classical key distribution, such as Diffie-Hellman exchange protocols, allowing
interception or impersonation.

3. Quantum sensing

Quantum sensing also has application in adversarial and defensive cyber activities. We set
out a few examples below:

1. Enhanced Side-Channel Attacks. The sensitivity of quantum sensors to electro-
magnetic spectra and acoustic emission disturbances may allow collection of finer-
grained or higher-resolution data as part of a broader cyber attack strategy.

2. Attack detection. Quantum sensing devices may be able to detect the use of inter-
ception devices themselves, e.g. where low-power signals or perturbances indicative
of interception technology or the equivalent of wire-taps are being used by an ad-
versary. Other proposals of a more speculative variety include augmented quantum
sensing used in radar systems [93].

G. QIT effects on strategic behaviour

The unique features of quantum information technology have implications for how States
utilising such technologies strategically behave in response to each other in ways that in
principle differ from classical strategic behaviour. We can assess this via studying scenar-
ios involving quantum resources (such as quantum communication resources) along with
considering how States may act in cooperative or non-cooperative ways during peacetime
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or conflict. The strategic impact of quantum technology is modelled theoretically by quan-
tum game theory [71, 41, 56] representing a subset of research into quantum strategies
which considers differential effects of decision-making involving quantum information
processing [103] (see [69] for a still-relevant summary). Because multi-agent games and
behaviour, including those of States, can be viewed in terms of distributed systems (and
even modelled in part using distributed algorithms), quantum game theory has specific
relation to circuit architecture and distributed quantum systems frameworks (see [41] and
[51] for a discussion). Implications of and results of quantum game theory include:

1. Different equilibria. Quantum variations of classical games enable players to share
entangled quantum states giving rise to equilibrium strategies where both players
may achieve higher payoffs than in the classical Nash equilibrium context, such as
in quantum versions of the Prisoner’s dilemma which enable cooperative outcomes.
These strategic outcomes are not feasible classically.

2. Strict Dilemmas. So-called ‘strict dilemmas’ where incentives and rational agency
of players can lead to suboptimal and non-Pareto outcomes can in certain cases be
supplanted where quantum resources are available (again the Prisoner’s dilemma is
the canonical case).

Intuitively, quantum resource availability alters classical cooperation and defection strate-
gies. Classically, cooperation usually relies upon (i) external enforcement mechanisms
such as treaties, third-party oversight or reputational considerations to motivate State be-
haviour or (ii) repeated interactions among States to build trust or (iii) mutually shared
resources or interests which are at risk if cooperation is not undertaken. The availability
of quantum resources provides an effective self-enforcing mechanism. This is for two rea-
sons. First, shared entanglement motivates honest behaviour to reduce the chances of a
State secretly changing its strategy or deceiving in communications due to the no-cloning
theory and measurement constraints. Thus State communication may be encoded using
entanglement methods or encrypted in ways that can detect changes in strategy and de-
cision making (e.g. the decision to defect or not), motivating States to act honestly by
the fact that their decisions are detectable or verifiable (the idea being that requiring State
communication through quantum channels - because only communications via that chan-
nel were valid- say in prisoner dilemma contexts would give rise to such dynamics that
are distinct from the classical case). Secondly, quantum protocols can verify randomness
and therefore strategic behaviour dependent upon randomness, such as where distribution
of outcomes depends on an agreed procedure involving random sampling, thus providing
a means of enforcing agreed upon outcomes via cryptographic protocols. Entanglement-
based protocols require, however, some degree of cooperation and are conditional on a
number of assumptions including:
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(a) Cooperation on quantum resource use. States must at some stage have agreed to
share quantum resources (inadvertent entanglement is unlikely) e.g. such as via
quantum communication networks (albeit States may later become adversarial) in
order that entangled quantum states may be accessible by both.

(b) Technical capabilities. States must have the resources and technical expertise to
utilise quantum resources (we touch upon this below in the context of strategic com-
putational umbrellas where certain nation states have access to computational - AI
or quantum - resources and others to not, affecting their strategic choices).

(c) Rationality. States are assumed to be rational or mostly rational in order to recognise
the benefits of cooperation over defection.

Another source of content for State economic strategic behaviour is that of quantum eco-
nomic behaviour among States. This includes quantum analogues of classical economic
behaviour [75], such as contracting, principal-agency theory, exchange of commodities
and market design, along with information asymmetry principles [76, 77]. States engag-
ing in peacetime cooperative and competitive behaviour often do so through economic
channels and the availability of quantum resources via which to conduct economic activity
thus gives rise to novel forms of strategic behaviour. We consider the strategic behavioural
activity of States with respect to QIT in more detail in section V below.

H. Prospective Strategic Quantum Technology & AI Umbrellas

Another possible effect of QIT technology is on the behaviour of nation States who do not
and cannot obtain QIT advantage, but may experience harm from State adversaries using
QIT (e.g. via decryption in conflict scenarios). Where such non-QIT equipped States have
the means to intervene, such as via conventional or unconventional (e.g. nuclear) means,
they may consider whether to do so early prior to States obtaining an runaway advantage
in QIT technology. These dynamics are not restricted to QIT per se, but they speak to
how emergent new technologies that may provide acute asymmetric advantages could be
responded to. They also speak to broader questions of strategic State alliances akin to
computational alliances (or information-processing alliances), where, in analogy with nu-
clear alliances or umbrellas, States cooperate and coordinate alliances for the mutual use,
benefit and strategic deployment of quantum information processing and computational
resources.
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V. GEOPOLITICAL SCENARIOS

A. Overview

The foregoing technical analysis of QIT gives rise to questions about the practical and
applied scenarios in which QIT would give rise to strategic State behaviour. Is the use of
QIT give rise to unique geopolitical effects distinct from other computational and infor-
mational technologies? And what consequences might these effects have for international
law? To consider how the technical prospects for use of QIT have consequences within
the framework of international law discussed in the previous section, we consider strategic
behaviours along different dimensions. Firstly, whether States are in peacetime (defined as
the absence of State armed conflict) or in conflict (defined as the presence of State conflict,
which may be binary between States or between alliances). For each such scenario, we
consider whether States act cooperatively (such as trade partners in peacetime or allies in
conflicts) or adversarially (such as economic competitors in peacetime or adversaries in
war). Using this taxonomy, scenario modelling can then consider how different classes of
QIT use may apply. To give a flavour for the types of activities, we set out some prospec-
tive examples in Table 6. These include: (i) optimisation problems, such as logistical
activities or strategic planning; (ii) quantum simulations, for materials discovery or strate-
gic simulation; (iii) cryptoanalysis, including post-quantum cryptography cooperation or
adversarial decryption; (iv) machine learning and AI enhanced using QIT; (v) searching
and data mining using QIT (e.g. Grover-based algorithms); (vi) quantum cloud computing
to enable wider interface among States to distributed QIT; (vii) post-quantum cryptogra-
phy to strengthen State information security. We draw upon this taxonomy in the next
section to develop scenarios used in our analysis of public international law implications
of strategic QIT use further on.
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Quantum Technology in International Relations
Category Peacetime Conflict

Cooperative Adversarial Cooperative Adversarial
Optimisation
Problems

Collaboration on logistics
optimisation for disaster re-
lief or development of mu-
tual infrastructure.

Monitoring adversarial
advancements in logistics
optimisation or competitive
trade strategy.

Joint optimisation of logis-
tics and planning for allied
military operations.

Disrupting adversarial mili-
tary planning or interfering
with supply chains or pre-
dicting strategic behaviour
of adversaries.

Quantum
Simulations

Joint research on quantum
chemistry products, pharma-
ceuticals.

Simulating competitive mar-
kets or negotiations.

Development of advanced
materials and defense strate-
gies.

Weaponising simulations to
gain battlefield advantage.

Cryptoanalysis Collaborative development
of post-quantum cryptogra-
phy.

Intercepting adversarial en-
crypted communications for
market intelligence.

Testing secure communica-
tion systems among allies.

Decrypting adversarial com-
munication networks during
conflict.

Machine
Learning and
AI

Quantum enhanced shared
civilian AI infrastructure for
public benefit (e.g., smart
cities).

Monitoring adversarial AI
activities for potential mili-
tary applications.

Using quantum computing
with AI for battlefield
intelligence and decision-
making.

Using QIT with AI for au-
tonomous military systems
and cyber warfare.

Searching Quantum data mining for
global humanitarian pur-
poses.

Data mining of market com-
petitor communications.

Quantum sensing to track
and search enemy troop
movements using.

System search routing using
to assist in cyberattacks on
adversaries.

Quantum
Cloud Com-
puting

Shared quantum cloud
for collaborative global
research.

Quantum sensor networks
for detection.

Secure quantum networks
for inter-allied military coor-
dination.

Enabling distributed use of
QIT during conflict.

Post-
Quantum
Cryptography

Global collaboration to
establish resilient crypto-
graphic standards.

Developing countermea-
sures against adversarial
cryptographic advance-
ments.

Implementing quantum-
resistant communications
among allies.

Exploiting vulnerabilities
in adversarial cryptographic
systems.

Table 6: Strategic uses of QIT, highlighting the use of quantum technologies in peacetime and conflict, divided into
cooperative and adversarial contexts.
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B. Strategic scenario modelling

To study the implications of State strategic the use QIT (and its implications under in-
ternational law) we consider simple scenarios of State strategic behaviour related to QIT.
The scenarios we use are designed to deliberately highlight the application of public in-
ternational law principles to cyber activities primarily set out in the Tallinn Manual. Each
scenario is constructed to focus upon the unique or sui generis aspects of QIT as they re-
late to State behaviour, concentrating on the unique affordances that QIT enables which
classical cannot. Our focus in this paper is primarily upon adversarial behaviour during
peacetime and conflict, but we note the raft of international regulatory frameworks that
would also apply to cooperative behaviour in peacetime and during conflicts. For each
scenario, we consider adversarial State behaviour: in peacetime, we consider adversar-
ial behaviour as competitive; while in conflict situations, we consider such behaviour as
offensive. These can be itemised as follows:

1. Peacetime / Cooperative: where each State seeks to coordinate their use of quantum
resources to act cooperatively in order to achieve an objective, which may be the
construction, or expansion, of distributed quantum infrastructure, global research
initiatives and so on;

2. Peacetime / Adversarial: where one or more States seeks to use quantum resources
act adversarially to obtain an advantage over other States, such as by way of eco-
nomic competitive advantage, or cyber espionage;

3. Conflict / Cooperative: covering where States may enter into alliances or coalitions
during conflicts affecting how they may use their quantum resources; and

4. Conflict / Adversarial: where States use their quantum resources to seek to obtain a
military advantage.

We also discuss briefly the consequences of asymmetric possession of QIT capabilities
as asymmetries in technology can motivate State behaviour, such as striking or acting (e.g.
in anticipatory self defence) to obtain an advantage before a technology gap becomes too
great. In an elementary sense in which possession of QIT affords a comparative advantage
with respect to a strategic decision, such as in conflict or negotiation, each scenario above
represents a simple game whose structure, such as potential Nash equilibria, may be stud-
ied to inform toy models of strategic behaviour. A game-theoretical approach to modelling
impact e.g. the strength of inclination to take a particular action being reflection of a the
weight or importance a State places on that action (such as a response to a cyber attack,
or the use of QIT adversarially) is of independent research interest and able to draw upon
the developing body of work on quantum games mentioned in section G (QIT effects on
strategic behaviour) above. However, our focus is instead on using these scenarios to draw
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out their international legal implications. To this end, two main scenarios and variations
on them.

1. Scenario 1: Asymmetric Quantum Infrastructure

In Scenario 1 (Table 7), State A has access to QIT while State B does not. We then consider
two examples where State A utilises its QIT adversarially: in peacetime to conduct indus-
trial espionage and in conflict situations to decrypt military communications. We consider
how this QIT asymmetry affects their strategic behaviour and study consequences under
international law in the next section.

Item Description
States State A (with QIT) and State B (no QIT).
Technology State A has access to an idealised quantum computer and quantum sen-

sor network (comprising quantum sensors located within and outside its
territory) connected by a quantum internet (within its territory)

Peacetime State A conducts espionage via an SNDL decryption attack against
State B, intercepting or conducting espionage to obtain data about State
B’s industrial production, storing it and decrypting it using its quantum
computer. The interception occurs both within and outside its territory.
The decrypted information is used to obtain economic competitive ad-
vantages.

Conflict State A decrypts strategically sensitive military communications and
uses its quantum sensor network to eavesdrop on State B and decrypt
its communications. State A utilises its ability to decrypt classical com-
munications in order to determine classical private keys and protocols
use by State B to encrypt its network. It uses that information to launch
a cyber operation that disables State B’s military surveillance network
and to obtain strategic military advantage.

Table 7: Scenario 1: Asymmetric Quantum Infrastructure

2. Scenario 2: Entangled Quantum Networks

In Scenario 2 (Table 8), we add more complexity and variation. State A and State B
both share access to a single quantum resource, quantum internet e.g. distributed quantum
network where both their quantum resources (e.g. qubit resources) are entangled. The
quantum internet stack is taken to be that set out in section 2 (Quantum Network Stack)
and set out in Table 2 above.
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Item Description
States State A (with QIT) and State B (with QIT).
Technology State A and State B share entangled quantum resources in the form of

entangled qubit-based quantum computers and an entanglement-based
quantum internet. State A and B initially entangled their quantum re-
sources and participated in the establishment of a quantum internet
across their jurisdictions. The quantum internet is used within each
State and by each State internationally.

Peacetime State A exploits the shared entangled resources to solve complex prob-
lems such as factoring large integers for cryptanalysis or simulating in-
tricate molecular structures—tasks enhanced by quantum correlations.
While both States use the quantum internet for secure scientific ex-
changes, State A covertly measures certain entangled qubits, subtly ex-
tracting sensitive patterns from State B’s quantum data without trigger-
ing obvious alarms.

Conflict State A intercepts or manipulates entangled qubits carrying State B’s
classified directives, thus undermining secure quantum key distribu-
tion and real-time strategic coordination. By exploiting its QIT, State
A disrupts State B’s critical communications and decision-making pro-
cesses. The quantum network—once a cooperative computational plat-
form—now amplifies State A’s offensive capabilities, granting it intelli-
gence and control over State B’s most sensitive military operations.

Table 8: Scenario 2: Entangled Quantum Networks
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VI. INTERNATIONAL LAW AND QUANTUM INFORMATION TECHNOLOGIES

A. Overview

Having surveyed the QIT technology landscape, we now examine the sources of interna-
tional law governing such strategic uses of quantum information technologies by States.
As a set of information technologies, we consider how the use of quantum information
technologies is situated within broader international law governing classical information
systems, what are often denoted by the term ‘cyber technologies’. We examine the main
conventions, customs and other sources of international jurisprudence on information sys-
tems usage by States generally. There are no treaties at international law specifically de-
signed to regulate the use of information technology or cyber activities by States. We rely
upon key principles of international law and cyber activities of States as set out in the
Tallinn Manual. We then provide scenario analysis of State adversarial interaction using
QIT described above in order to identify any unique consequences or dilemmas arising
under international jurisprudence from the use of such QIT.

The conceptual framing we adopt is that of typical international law analysis. Specif-
ically (and as we discuss below), this ranks normative and legal imperatives according to
the canonical principle of State sovereignty as set out in treaties, customary law and ju-
risprudence. State sovereignty sets out the justification for rights, obligations and interests
of States under international law, including definitions of territorial and other sovereignty,
actions which infringe upon sovereignty and actions by States justified in terms of preser-
vation of State sovereignty. In practical terms, this situates QIT in instrumental terms, be
it as infrastructure, a tool of State maintenance, or as an offensive or defensive technology.

B. Tallinn Manual

The leading international law resource dealing with the application of international law
to cybertechnology and computational technology for state-based conflicts is the Tallinn
Manual (the Manual) [121]. The Manual represents probably the most comprehensive
analysis to date of how existing international law applies to cyber operations. Developed
by a committee of international law experts, the Manual examines international law doc-
trine as applicable cyber activities occurring both during peacetime and conflict scenarios.
Given its leading status within jurisprudential scholarship on international cyber activities,
we focus on the content Manual as a means of analysing the consequences of State use of
QIT. In later sections, we consider the extent to which international cyber jurisprudence
may benefit from supplementary concepts to handle any unique consequences of QIT to-
gether with consideration of the types of international legal instruments that may be con-
templated as a means of regulating (actively and pre-emptively) State strategic use of QIT.
Thus in practice, the distinctly quantum nature of, for example, cyber operations may be
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contained and limited to improving classical capacities or classical outcomes. QSuantum
computation used for decryption only (rather than say interception using quantum devices)
will rely in most cases on classically gathering or intercepting information, inputting that
information into a quantum computer executing a quantum algorithm to decrypt such in-
formation whose outputs will be rendered classically. Any action consequent upon this
will be classical in nature. One way to frame this is by comparison with classical artifi-
cial intelligence technologies. The impact of AI can be framed as (i) epistemic, enabling
more accurate prediction or greater information asymmetries whose actions are merely
communication and messaging (e.g. responses to queries, outputs of computational pro-
cesses) and (ii) agentic, where AI systems, such as AI-based agents (be they traditional or
language model agents) may interact with the environment and world via acting, causally
effecting some change. Quantum information systems may utilise quantum algorithms -
or forms of quantum advantage - to obtain advantages epistemically, but the specifically
quantum actions which may be performed are limited (e.g. to where for example some
uniquely quantum effect, such as entanglement, causes some change in environmental
state). Simplifying, classical computation (e.g. classical AI) thinks and acts classically,
while quantum computation thinks quantumly but (in the scenarios with which we are
concerned) acts classically. To refine our analysis further, we continue with the classical-
quantum strategic taxonomy set out above.

C. Key jurisprudential concepts and QIT

Before setting out a more fulsome analysis of key concepts from the Manual in relation
to QIT, we include below discussion of a few recurring conceptual themes that arise when
considering the effect and application of QIT. As we note above, QIT is anchored in the
phenomena and laws of quantum mechanics. The unique features of quantum information
processing systems as distinct from classical give rise to specific ontological and epistemic
differences which have consequences for a number of ordinary, but relatively fundamental,
concepts underpinning public international law jurisprudence. We list out a number below
in advance of considering select sections of the Manual in detail. The primary phenomena
we concentrate on are those of quantum superposition and quantum entanglement.

1. Quantum systems are stochastic

While great care goes into theoretical and applied means of governing quantum evolu-
tion via Hamiltonian specification, the outcomes of measurements of the evolved quantum
states are stochastic. Jurisprudence on cyber activities in international relations as set out
in the Manual distinguishes between physical, logical and social layers of cyberspace. This
is premised upon a classical conception of the underlying physical substrate of information
systems behaving classically, whose properties are in principle known or measureable and
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consistent and where uncertainty is in effect epistemic. As noted above, however, quan-
tum systems are inherently, ontologically uncertain across their properties. This includes
uncertainty with regard to position and momentum and is represented specifically by the
existence of superposition states |ψ⟩=

⊕
i ai |i⟩ for amplitudes ai ∈ C and basis states |i⟩.

When a quantum state |ψ⟩ is measured, the measurement postulate provides that it col-
lapses into a relevant eigenstate. The superposition of a quantum state is thus not directly
observable in the way that we can directly observe its representation. It is represented as
an artefact of measurement statistics. In practice what this means is that multiple - many -
identical copies of the quantum system are prepared via state preparation procedures and
measured. This jars somewhat with governance and law which is used to classical fun-
damental principles of persistence, continuity, identifiability and unity so that the object
the subject of governance is ascertainable and definite. Understandably these classical as-
sumptions permeate international (and even classical [?]) law (which is akin to a classical
system), including the treatment of cyber objects and activities in the Manual below. The
inherent ontological uncertainty of quantum systems does not, however, mean that quan-
tum systems are somehow magical, unknowable, uncontrollable and so on. Rather, it is
important to recognise the differences, such as the fact that there is not one single continu-
ous quantum system that remains in superposition as it is measured over and over, but that
governance must reckon with the essential multiplicity of quantum systems in practice.

2. Jurisdiction

The inherent ontological uncertainty of quantum states gives rise to in principle uncertainty
in their position descriptions. Quantum state positions, such as the state of for example an
electron, are described by reference to probabilities (measures) over a range of positions.
For example the ‘position’ of an electron is described by a probability mass or density
function such that repeated measurements allow that distribution to be estimate (subject
to noise and so on). This is exemplified by simple but illuminating ‘particle-in-a-box’
paradigms [129] which show how the distribution of an electron’s position is not classical,
but actually extends vastly just with asymptotically zero probability of being found out-
side the box. In practice, while uncertainty in quantum properties is a central feature, this
sort of uncertainty doesn’t particularly impact jurisdictional issues such as the territorial
location of a single or multi-qubit system. Almost all of its probability measure is con-
centrated within very narrow intervals such that in practice the tails of the distribution can
be essentially ignored from a jurisdictional perspective. In the case of entanglement, the
question is more subtle because the combination of the ontological status of superposition
and entanglement give rise, at least by many arguments in quantum mechanics and quan-
tum foundations, to the fact that the physical position of the say entangled is construed as
non-local. However, as we note below, proxy concepts such as the locus of control provide
a means to conform to ideas in the jurisprudence of State jurisdiction.
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3. Control

Classical jurisprudence for technology governance and cyber security is premised upon
classical notions of control. Implicit, for example, in discussion of State responsibility to
control its own use of cyber technology, or those of actors within its jurisdiction, is an
idea of controllability of the cyber system itself: that it can be directed to evolve, func-
tion and perform in a particular way. Obligations of due diligence or obligations to take
precautionary measures when utilising cyber operations in armed conflict, for example,
emphasise control to greater or lesser degrees. The law does countenance uncertainty
and a lack of control over cyber systems - such as (discussed below) when a cyber attack
otherwise lawful becomes unlawful because a failure to control it has led to unjustifiable
collateral damage. There is also recognition that cyber systems are highly complex, such
that it is often difficult to exert full control over them. Yet QIT is to a certain technical
degree incongruous with these assumptions. Quantum state measurement outcomes are
not controlled. At best the level of control over measurement statistics is managed via
reliable engineering such that the measurement statistics may be predicted with sufficient
confidence.

a. Control in an entanglement scenario is complicated

When two States share entangled resources, which can be said to control that entangled
system? And what does it mean to control such a system? In practice States sharing
such resources would share an enormous number of identically prepared and entangled
quantum states. By sharing this means that each physical qubit (which in aggregate would
constitute a set of logical qubits) is physically located within the jurisdiction of a State
(or otherwise controlled by it) such that the State can control how it interacts with its
qubit. By measuring (or some other equivalent interaction), the State causes its own qubit
and that of the other State to collapse into the measurement state with a given probability.
Each State cannot control per se the outcome of the quantum measurement (and thus cyber
operations e.g. subsequent computations contingent upon them). Application of force in a
conventional sense occurs by way of a State interacting with its own entangled qubits and
this in essence causes, by virtue of entanglement, the measurement statistics of the other
State to be correlated. Stochasticity aside, to the extent to which one State’s measurements
can be said to cause measurement statistics of the other State to be so correlated, then in
effect the measuring State has exerted what the law would regard as some degree of control
over the qubits of the other State.



QUANTUM INFORMATION TECHNOLOGIES AND PUBLIC INTERNATIONAL
LAW: A STRATEGIC PERSPECTIVE 40

4. Knowledge and Error Correction

Many State obligations relating to cyber activity are conditional to a greater or lesser de-
gree on the knowledge of a State about that cyber activity. This includes customary laws
regarding State due diligence, precautionary assessments by States about the impact of
cyber operations and standards regarding reasonable foreseeableness of consequences. In-
ternational law does countenance uncertainty in a State’s knowledge or epistemic state.
As noted in section II B (Principles of Quantum Information), quantum information is de-
rived via measurement statistics which are used to tomographically reconstruct the quan-
tum state or process (Hamiltonian). This is usually (given current technology) infeasible
for anything other than small multi-qubit systems. So what is and even can be known
of the quantum system is subject to a heightened-degree of practical uncertainty viz-a-
viz classical systems along with the fundamental differences that quantum systems are
not in definitive states. In general international law already has mechanisms for dealing
with technological or consequential uncertainty, but it is a noteworthy distinction to make
to the extent that technical specificity may be a requirement under various rules or cus-
toms. Moreover, all quantum information processing requires error correction due to the
sensitivity of quantum substrates upon which QIT is engineered. The requirement for er-
ror correction means the types of control regimes applicable to them are distinct and made
more complex. Error correction has important implications for the control of quantum sys-
tems because control regimes must account for the layering and encoding of, for example,
error correction codes. They must also be directed in such a way that they do not under-
mine or interfere with the requirement for fault-tolerant error correction [115, 116, 65].
Error correction further limits the extent to which a quantum system may be diagnosed or
surveilled.

5. Force

As we detail at some length below, the concept of force is central to the law of armed con-
flict and also cyber activities by States during peacetime. The Manual acknowledges that
force for the purposes of cyber operations encompasses more than kinetic force, or even
other physical catalysts, noting the central role that concepts of causality play in public
international cyber law. Thus the application of force is framed usually in causal terms,
where a cyber event has certain consequences. The application of force in a quantum set-
ting is described by complex mathematical formalism and paradigms. Quantum paradigms
of force differ in ways described by quantum causality [44, 53]. Mostly this is not going
to be directly relevant for State activities using QIT. However, in the case of entanglement,
it is worth noting how the application of ‘force’ occurs: one State interacts - measures
- its own qubits and, owing the ontological entanglement those qubits with the qubits of
another State, this is deemed to cause wavefunctional collapse in that other State’s qubits.
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Force is not, however, propagated through intermediate space in the usual way of say a
wave propagating through the electromagnetic field. Nevertheless, the framing of force
in terms of causality does provide a means by which the usual jurisprudence may apply,
noting however that the stochastic nature of quantum outcomes means that a State may
not necessarily control the measurement outcome, so the classical description of causal-
ity remains distinct. In this sense quantum causality is conditioned by way of a certain
probability of an effect rather than a certainty of outcome.

One of the other challenges in the case of quantum information technology and ju-
risprudence is the fact that tests for causality in the law tend to be counterfactual in nature.
This means that the law seeks to examine what would likely have happened but for the
intervention in question as a way of ascertaining its causal impact . However in the case
of quantum mechanical systems, one can at best assert a different outcome with a cer-
tain or estimated probability. While uncertainty regarding counterfactual analysis is quite
common in the law in the quantum case this uncertainty is irreducible . Even with all the
information in the world, the type of counterfactual analysis that the law engages in is
is problematised by the fact that quantum measurements are inherently random meaning
their measurement outcomes are inherently uncertain .

VII. OVERVIEW OF THE TALLINN MANUAL

The Manual is divided into four Parts, each containing jurisprudential analysis and nor-
mative claims regarding the application of international law to cyberspace, computational
and information technology in offensive and defensive contexts and communications pro-
tocols. Each Part is further decomposed into Sections comprising rules (conventional and
customary) of public international law relevant to cyberspace activities and operations.
The scope of the Manual is broad and has been subject to considerable scholarship since
its publication [55, 49, 59, 133, 83]. Its focus is upon two fundamental principles of inter-
national laws of conflict. The first is that of jus ad bellum, the principle governing when
and whether a State is permitted to use force. The second is the principle of jus in bello
governing the use of force and the conduct of military operations by a State during con-
flict, including constraints designed to protect specific persons, objects, and activities. The
Manual also sets out extensive analysis on the public international law governing cyber op-
erations in during peacetime. Below we examine how the principles of international law
set out in the Manual that are applicable to cyberspace carry over to quantum cyberspace
which we define broadly as quantum information technologies canvassed above. In many
cases, usual principles of cyberspace law are equally applicable and inherited in the case
of quantum cyberspace scenarios by virtue of them being generically classifiable as cyber
activities, cyber assets and so on. But in other cases, especially where the unusual prop-
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erties of quantum mechanics are essential to the functioning, use or distribution of QIT,
there are, we argue, specific differences (especially with regard to entanglement).

A. Applicability of Tallinn Manual information system definitions to QIT

1. Cyberspace and QIT

Before examining a number of key provisions of the Manual and the implications of QIT
for the jurisprudential analysis therein, we consider threshold issues of the extent to which
QIT fits within established definitions of information processing and the subject matter
of the Manual at all. We consider relevant definitions in the Glossary which relate to
QIT. The term cyber is defined to connote a relationship with information technology
which clearly countenances QIT detailed in earlier sections. Cyber infrastructure (also
synonymous with ‘hardware’) is defined as the communications, storage, and comput-
ing devices upon which information systems are built and operate. Cyber infrastructure
would thus naturally encompass QIT infrastructure, both quantum-specific infrastructure
and the classical infrastructure within which QIT is necessarily embedded. Cyberspace is
defined to include the environment formed by physical and non-physical components to
store, modify, and exchange data using computer networks. A cyber activity is defined as
any activity that involves the use of cyber infrastructure or employs cyber means to affect
the operation of such infrastructure. Such activities include, but are not limited to, cyber
operations. This latter term, cyber operations is defined to include the employment of
cyber capabilities to achieve objectives in or through cyberspace. It is used in a predomi-
nantly operational context. Other relevant terms include cyber reconnaissance, including
the use of cyber capabilities to obtain information about activities, information resources,
or system capabilities. Clearly each of these terms covers within its meaning quantum
information technology equivalence.

Cyber system is defined in terms of computer system. The definition of ‘computer’
itself is not included but would assume its ordinary meaning. Computer system is defined
to include one or more interconnected computers with associated software and periph-
eral devices, including sensors and/or (programmable logic) controllers, connected over a
computer network. Computer systems can be general purpose (e.g. a laptop) or specialised
(e.g. the ‘blue force tracking system’). Computer system thus includes single QIT devices,
including quantum sensing and each node of a quantum. Although the foregoing defini-
tion incorporates connected (and thus distributed) computation in the classical distributed
networks sense, the Manual also contains a definition of computer network, being a form
of infrastructure of interconnected devices or nodes that enables the exchange of data. The
data exchange medium may be wired (e.g., Ethernet over twisted pair, fibre-optic, etc.),
wireless (e.g., Wi-Fi, Bluetooth), or a combination of the two. Computer networks would
thus include networked quantum computers and, arguably, quantum communication net-



QUANTUM INFORMATION TECHNOLOGIES AND PUBLIC INTERNATIONAL
LAW: A STRATEGIC PERSPECTIVE 43

work devices e.g. relying upon entanglement as a wireless technology. Similarly the
definition of internet, being a global system of interconnected computer networks that use
the Internet Protocol suite and a clearly defined routing policy, would cover in the main
proposals for quantum internets and distributed quantum networks in general (albeit with
some subtle, but immaterial, differences regarding what constitutes, for example, routing
on a quantum network).

2. Quantum data terms

Other key definitions would also be likely to encompass QIT and quantum analogues of
classical information processing concepts. For example, data is defined to mean the ba-
sic element that can be processed or produced by a computer to convey information with
the fundamental digital data measurement identified as a byte. Although the qubits are
usually distinguished from bits, qubits (and by extension quantum bytes) can be seen as
a classical form of information subject to a quantum ontology: qubits, for example, re-
main representable (and usually are represented) in terms of bits assuming values of 0 or 1
(e.g. |ψ⟩= a |0⟩+b |1⟩) albeit in probabilistic fashion. Quantum data infrastructure (such
as quantum memory and even simply the encoded data within a quantum system) would
similarly fall within the concept of data centres, being defined as a physical facility used
for the storage and processing of large volumes of data. A database is defined to include
a collection of interrelated data stored together in one or more computerised files which
would include storage of quantum data. The slight wrinkle here from a quantum per-
spective relate to superposition states and entanglement. Where data is in a superposition
state, the concept of being stored together or stored is technically somewhat distinct from
a quantum information perspective. Recalling, unlike classical computers, most quantum
computing is premised upon the ability to initialise identical states, measure a sufficiently
large number of them to enable measurement statistics to be obtained (the whole process
being denoted an experiment in some contexts). Thus a state initialised in superposition
contains probabilistic data and each experiment, once measured, collapses the relevant su-
perposition (we use a simplistic non-multistate example here). One cannot simply access
the data stored, that is, encoded, in a quantum system (such as a qubit) directly in the
way that is possible with classical data, where measurement of the system does not inter-
fere with it. Thus data in the quantum sense more closely refers to an abstraction which
is effectively reconstructed via repeated experiments and interactions, rather than being
identical to classical conceptions of storage.

Similarly, where data is encoded within entangled quantum systems (which by con-
struction must be in a superposition state) that are distributed across the physical juris-
dictional bounds of States (see below), the data within a quantum system controlled by a
State can be affected by the measurement actions of another State on the entangled sys-
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tem. Thus again the classical conception of data has slightly different features to that of
quantum data because as soon as one State measures the system, the data encoded within
it changes due to the ontological collapse of superposition (and any decohering interac-
tions). However, in practice identical preparation and measurement requirements could
and would likely just be seen as a procedural element such that superposition state and
entangled state quantum systems would meet definitions of data and other related terms,
thus falling within classical definitions for the purpose of the Manual. The definition of
data includes the use of data centres in distributed networks, stipulating that a data centre
can be used solely by users belonging to a single enterprise or shared among multiple en-
terprises, as in ‘cloud computing’ (see above) data centres. A data centre can be stationary
or mobile (e.g., housed in a cargo container transported via ship, truck, or aircraft). Once
again, each of these definitions categorically encompasses QIT equivalents.

3. Cyberspace definitions

There are a host of other technical terms defined in the Manual which the quantum ana-
logues of which would likely fall within without much controversy. One particularly
relevant definition given the offensive and defensive motivations for QIT use is that of
electronic warfare being the use of electromagnetic (EM) or directed energy to exploit
the electromagnetic spectrum. Electronic warfare covers the interception or identification
of EM emissions (relevant to store-now decrypt-later quantum offensive strategies) and
broadly put the employment of EM energy, prevention of hostile use of the EM spectrum
by an adversary, and actions to ensure efficient employment of that spectrum by the user-
State. As discussed above, the use of QIT is not equivalent in action to that of classical
information systems. Although all QIT systems rely upon the electromagnetic spectrum in
some form or another, the ‘action’ of a quantum system is not, for example, a causal elec-
tromagnetic wave propagated locally through electro-magnetic fields in the same way that
say an electromagnetic pulse or even simple communication or signalling is in a classical
context. So the intended meaning of electronic warfare under this definition differs in a
material sense. The use of QIT for offensive actions is still captured by other definitions,
such as cyber activities, but quantum systems do not act in the same way as classical ones.
For example, even in the case of State adversaries sharing entangled resources, the classi-
cal notion of one State acting on another by way of measuring an entangled set of qubits
is not one of local (classical) action. Rather it is sometimes described as ‘spooky’ action
at a distance.

The terms cyber attack and cyber espionage are defined by way of reference to Rules
92 and 32 respectively. Rule 92 defines a cyber attack as a cyber operation, whether
offensive or defensive, that is reasonably expected to cause injury or death to persons or
damage or destruction to objects. As the Manual notes, non-violent operations, such as
psychological cyber operations and cyber espionage, do not qualify as attacks under the
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definition (which draws upon Article 49(1) of Additional Protocol I in its consequentialist
requirement for the application of force or violence or other forms of causal interaction
with similar effect). As with other jurisprudential conceptions of causality, proximity and
effective causality is an issue when it comes to indirect actions that can be said to cause
effects such as harm. For convenience, Table 9 in Appendix A sets out a comparison of
how these important definitions apply to QIP and classical information.

4. Ontological cyberspace stack

The Manual adopts a stacked or layer-wise hierarchical framing of cyberspace, defining
it in terms of three layers (Rule 1.4, p12): (i) the physical layer, comprising the physical
network components (hardware), (ii) the logical layer, corresponding of the connections
that exist between network components, comprising higher-level abstractions such as ap-
plications, data and protocols for exchange of data across the physical layer and (iii) the
social layer, comprising the stakeholders (individuals and groups) engaged in cyberac-
tivities. This hierarchy is important because certain rights, duties and obligations arising
under the jurisprudential analysis of the Manual are cast in terms of distinct layers. Thus
(as we note in more detail below) foundational principles of State sovereignty are con-
strued according to all three layers of cyberspace. And further, as we analyse below, this
has implications for the application of such principles. Thus while all QIT is physically
embedded and relatively locally, the logical space exhibits different properties. Thus for
example, the application of principles of jurisdiction, sovereignty and control to entangled
qubits arguably minimally must reckon with their non-locality in position space because,
for example, the probability measure over such physical space that specifies the location
of say an electron used as a qubit is almost entirely concentrated in what the law would
regard as the physical site of the qubit. Yet when that physical qubit is entangled and/or
forms part of a logical qubit via entanglement across jurisdictions, the logical layer of the
logical qubit (and entangled system as a whole) is less easily specified in terms of simple
geometric coordinates.

B. General International Law and Cyberspace

Part I General International Law and Cyberspace of the Manual sets out foundational
principles of international law applicable cyberspace, noting that public international law
already applies to States with respect to cyberspace activities. This principle that the law
as it is, lex lata, already applies to cyberspace carries over to QIT in most respects. We
examine the specifics of existing international law cyber principles, tracking the structure
of the Manual and canvassing how and whether the application of the same to QIT-based
cyber classifications varies in any material way.
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1. Sovereignty

a. Sovereign jurisdiction

Section 1 (Sovereignty) covers the canonical application of principles of State sovereignty
(Rule 1), stipulating how this principle grants States exclusive authority over their cyber
infrastructure. Despite abstractions of cyberspace as virtual, the situatedness and juris-
dictional locality of cyberspace, that it is constituted by objects and involves activities
conducted by persons and entities over which State sovereignty and jurisdiction applies
(with no State sovereign over global cyberspace due to its partial location within other
States). Cyberspace activities internally within a State’s territory (Rule 2) are deemed sub-
ject to State sovereignty straightforward applications of sovereignty. This principle applies
to both public (State) and private cyber assets for example, the determinative fact being
whether a State may exercise sovereignty over the same rather than domestic configura-
tions of ownership. Such internal sovereignty is related to a State’s domaine réservé (Rule
66), those areas of activity that are considered to fall exclusively within the domestic juris-
diction of a sovereign state, meaning they are not subject to interference or regulation by
international law or external entities (where unlawful intervention is regarded as a breach
of sovereignty). The physical layer of cyberspace is considered to be self-evidently sub-
ject to State sovereignty. The Manual suggests that sovereignty extends to a principle of
control over aspects of the logical layer of cyberspace within a State’s territory, giving
the example of State legislation mandating interoperability protocols. This question of
the relationship of control and sovereignty is something we examine below in the context
of entanglement-based quantum communication networks shared among States where the
actions of each State measuring its own entangled qubits has both a physical and logical
effect on the quantum network and consequences for its use.

Rule 3 discusses the principle of external sovereignty, enabling conduct of cyber activ-
ities in international relations subject to constraints imposed by international law. The
principle is considered to derive from the sovereign equality of States (as noted in, for
example, article 2(1) of the UN Charter). That is, there is no supreme singular sovereignty
of one State over another. States are thus free to enter into arrangements e.g. cyber treaties
or issue opinio juris on customary law and practice relating to cyber operations.

In Scenario 1, the sovereignty of each State extends to its classical and cyber infras-
tructure within its jurisdiction, with both the classical and quantum cyber infrastructure
of each State constituting an instrumental extension of its sovereignty. In Scenario 2, the
sovereignty of each State over the entangled quantum system is more complex than in
Scenario 1. The entangled quantum system exhibits non-local characteristics that do not
directly fit into territorial or extra-territorial jurisdiction. Each State’s sovereignty extends
to control over the qubits physically located within its jurisdiction. However, this fact ren-
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ders each State’s exclusive control over its qubits is problematic (as noted above). The
highly correlated nature of the entangled resource could possibly constitute a de jure and
de facto object which is (to the extent of entanglement) subject to the joint sovereignty of
each State.

b. Joint sovereignty

Although not addressed in the Manual, the international law principle of condominium
(or coimperium) may provide a source according to which jointly shared sovereignty, such
as over entangled resources, may be analysed. In international law, a condominium occurs
when two or more States share and exercise governing authority over a particular territory
without any single State enjoying exclusive sovereignty [122, 27, 105]. This concept has
its roots in Roman and civil law traditions, where shared ownership and joint sovereignty
were recognised legal constructs. Historically, such arrangements involved the joint exer-
cise of sovereign powers, as seen in European border territories or colonial holdings, while
more recent examples often reflect limited forms of administration or regulatory oversight
rather than full sovereignty. In a condominium, the States involved must manage and con-
trol their joint authority through carefully negotiated treaties or agreements, which set out
principles that preserve the sovereignty of the other, such as those of non-discrimination,
the free movement of persons and goods, the limits on military deployments, and the
mechanisms for decision-making and dispute resolution. These arrangements are guided
by principles of international law but have largely been supplanted by modern institutional
regimes such as treaties and international bilateral and multilateral organisations.

c. Violations of sovereignty

Rule 4 sets out the cyber equivalent principle that States are not permitted to conduct
cyber operations that violate the sovereignty of another State, subject to exceptions recog-
nised at international law (such as authorised by the UN Security Council) (see Rule 76)
or pursuant to a State’s right of self-defence. The obligation is owed only among States,
not by States towards non-State actors. Thus while States have avenues to respond to
non-State actor cyber attacks for example, the right to respond is not considered to subsist
under the auspices of responses to violations of sovereignty (albeit a State may contravene
their due diligence obligations by recklessly permitting such activity). The extension of
the principle of sovereignty to private cyber infrastructure would similarly apply to QIT
as a subset. Violations conducted against an adversary State within that adversary’s own
jurisdiction would constitute a violation of sovereignty regardless. The Manual notes that
unlawful cyber operations against State cyber infrastructure may constitute violation of
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State sovereignty (Rule 4) while setting out principles of sovereign immunity and inviola-
bility (Rule 5).

Rule 4 sets out a number of criteria. The mere interception of a target State’s signals
from outside that State’s territory does not violate State sovereignty because the cyber
operation does not manifest within the target State’s cyber infrastructure (subject to some
qualifications regarding privacy). The three levels of violation include (i) physical damage,
(ii) loss of functionality and (iii) infringement upon territorial integrity. Thus in Scenario
1, State A’s interception of classical signals outside the territory of State B, and their de-
cryption, would not constitute a violation of State B’s sovereignty per se. Cyber espionage
has no legal significance with respect to violations of sovereignty per se. In the Scenario
1 conflict case, State A’s interference via disabling of State B’s military surveillance net-
work would constitute a loss of functionality amounting to a violation of sovereignty (but
see below for whether unlawful or not). This may also constitute interference with the
governmental functions of State B.

In Scenario 2, the complicating factor is the entangled nature of the shared quantum
resources. Merely utilising entanglement resources is not of itself a form of damage per
se is proscribed as even cooperative activities may do so. But in a technical sense it
may constitute a loss of functionality because of as noted before quantum entanglement
is a resource. Whether the opportunity cost would equate to a loss of functionality (such
as where States had previously agreed otherwise) is an unclear issue, but it does speak
to the somewhat unusual legal implications that arise from entangled shared resources.
Nevertheless, the use of such entangled resources in a way that both constitutes espionage
and undermines functionality may constitute a violation if something like purpose or intent
is factored into the cyber operation.

2. Due diligence

Section 2 (Due Diligence) covers the general principle of due diligence, the obligation
of States to exert due diligence in order to control activities (primarily of private actors)
within their territory regarding objects over which it exercises sovereignty from harm-
ing other States (Rule 6) (the Corfu Rule [1]). The duty is not considered lex lata and
even as a custom is not considered to be a positive obligation to prevent the use of cy-
ber infrastructure (so not in the form of a guarantee to ensure this not occur, or even to
take action such that it would be unlikely to occur), but rather is one addressed to not
knowingly allowing such activities, something akin to a best endeavours obligation. The
question of knowledge of a State is further dealt with below. The jurisprudence consid-
ers whether transit (intermediate) States through which adversarial cyber activities were
conducted bear responsibility. Rule 7 sets out considerations regarding State burdens and
duties for compliance with the due diligence principle. As noted therein, there is in general
no strict liability obligation upon States to prevent cyber activities within their jurisdiction
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that would contravene international law. However, to the extent the general duty applies,
it is considered to extend naturally to cyber operations and activities within a State’s bor-
ders, which would encompass QIT as a subset thereof. A State’s responsibility to act or
mitigate such activities is qualified by their degree of actual or constructive knowledge.
Scenarios 1 and 2 above only involve State actors, thus we eschew consideration of them
in this context. However, we consider a few jurisprudential issues arising in the context of
QIT use:

1. Knowledge. Obligations of due diligence rely upon jurisprudential standards of
knowledge of States. As noted above and as is often the case with classical cy-
ber operations, it can be difficult to identify specific activities or cyber operations
per se, or challenging to establish causality. Such operations are often identified via
their effects rather than, for example, surveillance of information processing itself.
Similar challenges apply in the QIT case where, for example, surveilling a quantum
computer that may be used to decrypt another State’s classically encrypted informa-
tion cannot be undertaken directly by observing quantum processes unfolding (albeit
there may be alternative means of identifying the intent to, for example, implement
Shor’s algorithm).

2. Adverse consequences. What constitutes “serious adverse consequences” for the
purposes of Rule 2 is a matter of degree. Certainly in principle decryption strategies
compromise another State’s information security or significant espionage (such as,
for example, cyber espionage enabling a weapon of mass destruction to be built)
could arguably meet this threshold. To the extent that qualitatively such decryption
would only be possible via using QIT (as part of a SNDL attack) would then, in
principle, constitute the type of use of QIT that would form a causal factor in serious
adverse consequences. However, the jurisprudential logic as encapsulated in the
Manual on this first due diligence point is at a level of abstraction that the fact
QIT was used for such purposes would not, arguably, materially change the legal
analysis.

3. Control and jurisdiction. A somewhat more interesting, albeit remote edge case,
is the second consideration in the principle of State obligations regarding due dili-
gence, namely that States must exercise due diligence over its instrumental (govern-
ment) cyber infrastructure that it controls. Returning to our ongoing scenario where
two States share entangled resources, it is conceivable that the principle ought to ex-
tent to control decisions by one State when interacting with its own entangled qubits,
for example, with direct impact on the other State (such as acting on the entangled
system in a way that adversely impacts the other State’s ability to use the quantum
system in some way). Again this toy model seems remote, but as we have noted
above, it is entirely conceivable that States may share resources in competitive and
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even conflict scenarios. The jurisprudential distinction drawn between jurisdiction
and control is germane. Although the discussion in respect of due diligence distin-
guishes between control exercised by a State versus non-State actors, the distinction
is useful in the case of non-local quantum resources such as entangled QIT. It might
be said, echoing our point above that the control of quantum resources is ultimately
a local operation (even if it allows non-local action to occur), that when it comes to
non-locality, control is 9/10ths of jurisdiction.

3. Jurisdiction

Section 3 (Jurisdiction) sets out general jurisprudential principles regarding the State exer-
cising jurisdiction (derived from is sovereign status). Jurisdiction refers, jurisprudentially,
to the competence of a State to regulate persons, objects and conducts under that State’s
municipal law, within international law limits, territorially (within its territory) or extra-
territorially. Jurisdictional competence is parsed into three forms (Rule 8) (i) prescriptive
(legislative); (ii) enforcement, covering State authority to enforce laws via executive and
administrative action; and (iii) judicial (adjudicatory), having to do with the competence
of a State’s judicial bodies (courts) to regulate disputes over which they have jurisdiction.
Rule 8 provides that subject to limitations, States may exercise territorial and extra territo-
rial jurisdiction over cyber activities. In this latter case, the use of classical and quantum
information infrastructure for extra-territorial cyber activities such as cyber attacks or cy-
ber espionage will often - as it is currently - be targeted extra-territorially. It should be
noted that extra-territorial enforcement jurisdiction is more limited that the prescriptive
jurisdiction, i.e. States may pass laws within the bounds of their prescriptive jurisdiction
(e.g. with respect to activities outside their territory), yet the enforcement of them is lim-
ited primarily to within the State’s territory. Rule 9 specifies that territorial jurisdiction
applies to cyber infrastructure, cyber activities and so on with such a territorial nexus. In
particular Rule 9 (c) covers cyber activities having a substantial effect in a State’s terri-
tory, while extra-territorial enforcement of jurisdiction is covered by Rules 10-12. As is
the case with cyber activities, QIT-related activities (such as those integrated into classical
cyber infrastructure) can in principle emanate from multiple States, across multiple States
leading to contested jurisdiction over particular cyber activities.

In Scenario 2, multiple States sharing distributed quantum network infrastructure face
novel and interesting jurisdictional challenges which we discuss above. In principle a
State could legislate how quantum resources are to be used by virtue of its jurisdictional
prerogatives. If State B were to utilise those entangle resources in a way consistent with
State B’s jurisdictional remit, then in dilemmas would obviously arise. The key point is
again one of joint jurisdiction of correlated non-local resources distinct from the classical
case.
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4. Law of international responsibility

Section 4 (Law of international responsibility) details primarily customary international
law set out in the International Law Commission’s Articles on State Responsibility [2]
on State responsibility. State responsibility law sets out the legal criteria for attributing
a cyber operation to a State (the responsible State) and the circumstances in which that
act constitutes the use of force by the responsible State against another State (the injured
State). It covers rules of evidence and how responsibility is attributed. As with classical
cyber attacks, a State the recipient of cyber activities may have little time within which to
respond under (ex ante) uncertainty.

In such cases States are under a duty to act and respond reasonably. Factors going to
reasonableness include the nature scope and extent of a response, the reliability of infor-
mation and the severity of the action. More severe responses generally impose a greater
evidentiary burden. This can be problematic in the case of QIT: does decryption of mili-
tary secrets, which may tip the balance in a conflict, constitute a highly severe use of QIT
that would occasion more immediate reaction? And how would a State know? Moreover
what counts as evidence subject of any disclosure obligation is problematic in the case of
QIT e.g. is it measurement statistics, or algorithm specifications etc? Rule 14 sets out that
States bear responsibility for cyber activities attributable to them which constitute a breach
of international legal obligations. The principle of responsibility is well established such
that responsibility of a State is for internationally wrongful acts (including violation of its
international law obligations). Those obligations differ in peacetime and during conflict
and are not limited to adversarial rules, they can include a raft of other governing instru-
ments. The definition is not sourced in international law itself and involves an intent to
cause harm. The internationally wrongful character of a cyber attack does not depend upon
its geographic source per se. Our scenarios above assume State responsibility for the use
of QIT, but it may be that attribution of responsibility is unclear when shared or dual-use
QIT resources are being used.

5. Cyber operations not regulated per se

Section 5 (Cyber operations not regulated per se by international law) covers cyber activ-
ities by States which, while not the subject of specific regulation or lex specialis, may be
subject to international law indirectly. The example given in Rule 32 (Peacetime cyber es-
pionage) is of cyber attacks and espionage conducted outside State armed conflict. Cyber
espionage is defined by the Manual to mean “any act undertaken clandestinely or under
false pretences that uses cyber capabilities to gather, or attempt to gather, information”
(Rule 32) and may include cyber activities of surveillance, monitoring, capture, exfiltra-
tion of data or other information. Cyber espionage can be directed at all three layers of the
cyberspace stack (physical, logical and social). Physically this may include embedding
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code during a manufacturing process which can be later activated or utilised. Logically
this may include quantum algorithmic malware for example.

The view espoused in the Manual is that customary international law does not per se
proscribe espionage due to the lack of State practice and opinio juris, but it may be con-
ducted in a way or have effects that are unlawful under international law, such as where
it constituted some other class of proscribed activity such as an unlawful cyber attack. In
Scenario 1, the utilisation of a quantum sensor network for espionage and eavesdropping
can give rise to questions about the lawfulness of such activities. Thus while cyber espi-
onage is not itself proscribed by law, the purposive or causal-style analysis preferred in
the literature would provide that if the effects of such activities prejudiced another State’s
rights, e.g. putting them at military risk, then such activities may fall foul of other provi-
sions.

C. Use of QIT during peacetime

Consistent with our partitioning of State activity between peacetime and conflict situations
framed by cooperative or adversarial behaviour, we consider specific consequences of QIT
during peacetime. Part III (International peace and security and cyber activities) of the
Manual covers the adversarial use of cyber technology during peacetime, focusing on
a gradation of cyber activities which, while adversarial, fall short of the threshold for
conflict scenarios. Rules 65 to 80 cover a variety of jurisprudential principles applicable
to our scenarios above. We focus on a few of them related primarily to cyber espionage
and, in particular, our second scenario and entangled resources. As with other parts of the
Manual, the jurisprudential discussion concentrates upon generally applicable laws and
principles.

1. Prohibition of intervention

Sub-Part 13 (Peaceful settlement) deals with cyber activities during peacetime. Rule 65
covers the principles that States ought to engage in realistic attempts to settle their dis-
putes involving cyber activities peacefully so as to not endanger peace and international
security. Rule 66 of the Manual covers the principle of non-intervention (derived from
the fundamental principle of sovereignty) that a State may not intervene, including using
cyber activities, in the internal or external affairs of another State. The rule is considered a
customary law of international law, often set out in State dicta and opinio juris [1]. Internal
affairs are related to the domaine réservé of a State, this includes political, economic and
social configurations of a state [3]. Coercion through cyber activities is not sufficient on
its own to constitute a breach of the prohibition of intervention: the rule is purposive, that
is, the coercion must be directed to target State’s rights, duties or obligations (including
its positions or actions), albeit there is debate as to whether depriving a state of control or
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resources may constitute a form of intervention. Cyber espionage is not considered using
force because of the lack of a coercive element (Rule 32). Scenarios 1 and 2 above bears
upon the question of intervention, in the former case, hacking into an adversary’s critical
cyber infrastructure; in the latter, the intervening act arises because of the entangled nature
of the shared quantum resource among States in those scenarios.

In Scenario 2, because the measurement by one state (or other such interaction) of
its own qubits has a physical (and logical) effect on the qubits of the other States, then
those acts by the first State would reasonably be considered causally influencing the State
in question. Using computational stateful paradigms, the state of the qubits is changed
causally and thus the question would be whether such change of state constitutes breaches
the prohibition. This causal influence on its face may satisfy a breach of the prohibition.
Clearly there is a need to distinguish between cooperative and competitive (adversarial)
behaviour in peacetime scenarios. Cooperative behaviour by extension is that consented
to by each State in question by virtue of its sovereign rights, which would and could en-
compass another State’s use of entangled resources in a way that affects the first-mentioned
State. In competitive scenarios, the situation is somewhat more complex. There is a ju-
risprudential question about the extent to which a State can be said to have consented to
changes in the states of its entangled resources where such state changes lead to a compet-
itive disadvantage.

2. The use of force and QIT

Part 14 (The use of force) of the Manual covers international law and jurisprudence regard-
ing the use of force, focusing on the general prohibition on the use of force and exceptions
such as Security Council authorised force (see Rule 76 below) and customary laws of
State self-defence (Article 51 of the UN Charter, see Rule 71 below). The circumstances
in which the use of force is constituted by cyber activities and, if so, is justified (jus ad
bellum) remains an evolving area of international jurisprudence. Rule 68 encapsulates the
prohibition in a cyberspace context, asserting that a cyber operation which constitutes a
threat or use of force against the territorial integrity or political independence of any State
(or is otherwise inconsistent with the purposes of the United Nations) is unlawful under
international law. The principle derives from both customary international law (such as
Article 2(4) of the UN Charter [4]). The thresholds that must be met by QIT are that (i)
it is causally connected to the use of force, (ii) that it is a threat or use of force and that
(iii) as a threat of use of force it undermines the territorial integrity or political indepen-
dence (we leave questions of inconsistency with the purposes of the UN to one side). The
application of the principle is purposive, not instrumental. It is not the use of cyber infras-
tructure, by one State, or even that it is the cyber infrastructure of another State which is
per se affected, but rather the effects of such cyber activity. As to whether a cyber activity
is attributable to a State, see the discussion on attribution earlier.
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In the case of the use of QIT, there are a number of questions including as to the
nature of the use and whether that may constitute the application of force which we discuss
above. The use of QIT as an informational measure is addressed by considering its causal
implications rather than any kinetic or physical application of force. This is somewhat
complicated, as we note above, in the case of entangled resources because the use by a
State of entangled resources may constitute in effect the application of force upon the
entangled resources of another State. Thus in Scenario 2, in principle either State could
interact with their own qubits in a way to affect the qubits of the other, thus constituting
a physical (rather than simply indirect causal) connection between State action and effect.
But as we note above whether this interaction would have led to a different outcome is
precisely what makes quantum systems different: the same act by the same State on the
same entangled qubit or qubit itself can give rise to different outcomes, such that any sense
of determinism between a State’s actions and the outcomes is different to the classical case.

3. Prohibition on the use of force

Rule 69 (Prohibition of threat or use of force) sets out a definition of when cyber operations
constitute a use of force, namely when its scale and effects are comparable to non-cyber
operations rising to the level of a use of force. The principle is drawn from jurisprudence,
especially the Nicaragua judgment of the ICJ [3]. The threshold of the use of force is
considered lower than that of “armed attack”, the latter being a necessary condition to
lawfully response in self defence. The use of force with more serious consequences is
considered a use that is “most grave” [3]. There is debate on this point with the United
States arguing any unlawful use of force constitutes an armed attack. The Manual sets out
a taxonomy for considering whether a cyber operation constitutes a use of force:

1. Severity. Severity of the cyber operation indicated by scope, duration and the inten-
sity of consequences is the most significant factor, the more severe, the more likely
it meets the use of force threshold. Thus physical harm or damage would constitute
the use of force (such as hacking into an information infrastructure in order to cause
physical harm).

2. Immediacy. The immediacy of the cyber operation is a second factor to consider.
The more immediate, rapid, cyber operations affording less chance to respond peace-
fully also contribute. The more immediate, the more the operation may constitute
the use of force.

3. Directness (proximate cause). A closer causal proximity between the initial cyber
operation and its effects is also important. The closer in temporal proximity, the
more the operation may have the character of the use of force.
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4. Invasiveness. The degree to which the cyber operation intrudes into another State’s
information infrastructure, with penetration of more critical infrastructure more likely
to contribute to meeting the use of force threshold.

In general, as is usually the case in law, the more ascertainable the effects of a cyber oper-
ation are, the greater the evidence that can be adduced to justify the designation of a cyber
operation as a use of force. Other factors include: (i) whether the operation has a military
character (such as caused by military institutions of a State, or targeting those of another);
and (ii) State involvement, whether States and their governmental instrumentalities execute
the cyber operation, or whether other actors are involved. The threat of force (Rule 70) is
similarly defined in terms of the threat of a cyber operation constituting an unlawful use
of force.

The use of QIT could in principle meet the type of cyber operation (albeit in con-
cert with classical infrastructure) that met severity, immediacy, directness or invasiveness
constraints. For example, in the event that quantum sensing technology could effectively
decloak nuclear-armed submarines (noting the current unlikeliness of this occurring, see
section V D (Quantum Sensing) above), then the severity of this cyber operation would be
considerable, potentially altering geopolitical balances of power. Other informational im-
pacts, such as decryption of a State’s critical communications infrastructure during peace-
time (or conflict) could similarly meet such thresholds (Scenario 1). In the case of Scenario
2, interference with entangled quantum resources may be immediate, direct and potentially
invasive and severe depending on how reliant the target State may be upon such resources
into the future.

D. Use of QIT during conflict

Once the use of force by way of a cyber operation constitutes an armed attack, two States
can said to be in a conflict scenario. In this case, the classification of a cyber operation
as an armed attack then triggers the availability of rights of self-defence against an armed
attack under both Article 51 of the UN Charter and international customary law. Scenarios
1 and 2 above both envisage the use of QIT where conflict has arisen.

1. Self defence

Rule 71 (Self-defence against armed attack) both Article 51 and customary international
law recognise the inherent right of individual and collective self-defence. Armed attacks
must have trans-border characteristics (affecting the territorial or extra-territorial interests
of a State). As noted in the Manual, the medium of attack is immaterial to whether the
operation constitutes an armed attack [5], thus in principle causal use of QIT can consti-
tute an armed attack under this rule. The exact threshold at which cyber operation would
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constitute an armed attack is acknowledged as uncertain. An example discussed both in
the literature and the Manual is the 2010 Stuxnet cyber operation [58] that caused dam-
age to Iranian nuclear infrastructure (centrifuges). The Stuxnet attack was considered to
constitute a use of force but views diverge on whether it satisfied an armed attack.

Moreover, there are also questions about whether a sequential and/or cumulative series
of cyber operations may in aggregate constitute an armed attack, and whether less than
physical damage may still notwithstanding constitute an armed attack for the purposes of
international doctrine. Similar doctrines regarding reasonable foreseeability (and the reck-
lessness or intentionality) of impacts also are considered in the Manual to be effects taken
into account when assessing a cyber operation’s classification as an armed attack or not
(noting that intention is considered to not matter per se). Thus in Scenario 1, it may be
plausible that the conflict use-case of QIT for decryption of strategic military information
to afford a military advantage could be justified as a use of force in self-defence for ex-
ample. In Scenario 2, the disruption of critical communications infrastructure in response
to an imminent attack (see below) may also constitute lawful use of force by way of a
quantum cyber operation.

2. Necessity and proportionality

The use of force as a means of self-defence must accord with criteria of necessity and pro-
portionality (Rule 72), twin principles that have long been recognised [3, 5, 6]. Necessity
requires that non-forceful responses be insufficient to respond to the armed attack, not that
there be no other option, albeit the existence of alternatives (e.g. firewalls or reasonably
implementable countermeasures) would be factors in considering the legitimacy of the use
of force in self-defence. Proportionality concerns the degree of necessary force, acting as
a limit upon the extent and severity of a State’s response (but noting that it is not a require-
ment to respond in kind). It is unclear about the extent to which, for example, decryption
en masse of an adversary State’s communications by way of QIT use may be dispropor-
tionate, but in principle the extent and severity of the consequences of such widespread
decryption could factor into the analysis as to the proportionality of QIT use.

3. Imminence, immediacy and anticipatory self-defence

Rule 73 (Imminence and immediacy) sets out that the right to use force in self-defence
against a cyber armed attack arises if the attack is imminent and immediate. States need
not wait idly by for attacks to eventuate before responding under the doctrine. Anticipatory
self-defence is thus limited to cases where the attack is imminent. The concept of anticipa-
tory self-defence refers to the use of force by a state to defend itself against an imminent
armed attack that has not yet occurred but is about to happen. This concept is rooted
in customary international law and is often associated with the Caroline Case (1837),
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which established criteria for lawful self-defense in situations where the necessity is in-
stant, overwhelming, and leaving no choice of means, and no moment for deliberation [7].
The principle is sometimes expressed as the ‘last feasible window of opportunity’ mean-
ing the last opportunity for a State to effectively defend itself, albeit distinctions between
preparatory stages lacking the quality of imminence and the stage at which an adversary
can be said to be capable of such an attack are germane to this issue. Moreover, strategic
considerations, such as the need to act in an anticipatory fashion without signalling to an
adversary about that action. The signalling of intention and taking of preparatory actions
by an adversary is generally considered a necessary (but not sufficient) condition for antic-
ipatory preventative strikes against an adversary State, the standard being something like
whether the potential target State can reasonably conclude that the adversary has formed
the intention and has the capability to so attack. Being unable to form this conclusion
limits the target State to responses that do not include the use of force. The Manual also
provides discussion for when collective self-defence is valid under international law. This
would be particularly relevant in any case of quantum networks where one or more allied
States seek to use the network against an adversary. This poses further interesting strate-
gic and legal questions but we do not address this scenario directly here. One interesting
question is the extent to which State B may have rights to anticipatory self-defence if it
anticipates an imminent use of QIT that would have severe or catastrophic decryption ef-
fects. The extreme example of this is touched upon above where, for example, a State
regards decryption that undermined its nuclear second-strike capabilities as severe enough
to warrant the use of its own nuclear arsenal or other significant response.

E. QIT and Cyber Armed Conflict

Part IV (The law of cyber armed conflict) of the Manual sets out a detailed exposition of
the application of the laws of armed conflict to cyber operations. Rule 80 notes that cyber
operations fall within the subject matter of the law of armed conflict. The term “armed
conflict” derives formally from the 1949 Geneva Conventions I-IV (Article 2) [8, 9, 10, 11]
and is considered jurisprudentially synonymous with “war”. The Manual defines armed
conflict to refer to a situation of hostilities (in our case, among States) including those
using cyber means, with different threshold criteria in the case of international (Rule 82)
and non-international (Rule 83) conflict. Cyber operations can become governed by the
law of armed conflict even if they do not in themselves constitute an armed attack. The
extent of the nexus is contextual, but relates in general to cyber operations in furtherance
of hostilities.
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1. Geographical factors

As noted in the Manual (Rule 81), geographic considerations are relevant to character-
isation of the lawfulness of cyber operations. Cyber operations during conflict may be
conducted in and upon the territory of State belligerents (with distinctions between inter-
national and non-international conflicts). Rule 82 sets out that an international armed con-
flict exists whenever there exist hostilities among multiple States (which may include cyber
operations) (Article 2 of the 1949 Geneva Conventions) with contingencies for when States
act by proxies or non-State actors. We focus only on such conflicts (not non-international)
for our purposes. As with other principles governing adversarial behaviour of States, there
is debate about the threshold that must be met for an act by a State to constitute an in-
ternational armed conflict, with some views that any armed conflict suffices, in contrast
to other views that assert some greater de minimus level of conflict (such as with respect
to intermittent border disputes, for example). This is particularly relevant to cyber oper-
ations which are often gradated in scope and where cyber espionage plays an important
preparatory and gradated role towards any hostilities that do emerge. In both Scenario 1
and Scenario 2, in principle once hostilities have commenced then the types of actions
envisaged for State A ought to meet geographic criteria.

2. Cyber attacks

Rule 92 sets out the definition of “cyber attack”, being as noted above a cyber operation
(offensive or defensive) that is reasonably expected to cause injury or death to persons or
damage or destruction to objects. “Attack” is a jurisprudential term of art from which con-
sequences flow such as regarding targeting (targeting civilians and civilian infrastructure
is proscribed). The term connotes meanings of offensive or defensive violence against an
adversary [12]. As noted in the Manual, acts of violence are not restricted to kinetic or
vernacular definitions. Rather, the connotation is one of causality, hence the consequences
caused by an action, such as a cyber operation, are the basis for classifying it as a cyber
attack. In this regard, violence refers to the consequences of an action, not necessarily
the action itself. The idea of consequential harm is manifest in concepts of loss, danger,
injury and other terms in various international law sources. The concept of causality en-
compasses reasonably foreseeable consequences including damage, destruction, injury or
death. Thus using cyber operations to effect massive destruction or harm in some way
would likely qualify that use as a cyber attack.

From a computational perspective, cyber operations against data and other ‘non-physical
entities’ or entities that are more abstractly defined can be subject to an attack. So too may
cyber operation-based interference with the functionality of an object, being equated to
damage to the functionality of an object. This may include corruption of software control
systems in ways that occasion harm. Other views hold that simply the interference with
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cyber infrastructure could constitute an attack rather than requiring further consequential
harm. An important point of discussion in the Manual are cumulative effects on for exam-
ple social functionality (such as mass email disruption), however this is viewed by some
literature as too remote from the law of armed conflict itself. So too do cyber operations
that are mere inconveniences, or even espionage, fail to meet the threshold of a cyber
attack. Moreover, the consequentialist approach to classification of attacks also encom-
passes attempted, but unsuccessful, attacks or those cyber operations whose intent is to
cause harm but which may not have been executed, such as the backdooring of malware
or viruses. A similar analysis in the QIT case would apply as in the classical case in this
respect. Whether, for example, interference with shared entangled resources in Scenario
2 was sufficient to constitute an attack would, as with the classical case, be a question of
context.

3. Other armed conflict principles

Other armed conflict principles of relevance to considerations of QIT use include the two
cardinal principles of customary international law of armed conflict recognised by the ICJ
[5]. These are the principle of distinction (Rule 93), that the only legitimate object is
the military forces of the enemy, and the prohibition of unnecessary suffering (Rule 104).
These two rules essentially focus on minimising targeting of non-combatants (civilians
etc) and seek to impose precautionary obligations on States to avoid their harm. These
concepts are manifest in the distinction between civilian objects and military objectives.
A military objective (as a jurisprudential term of art) is defined in Rule 100 to include
those objects which by their nature, location, purpose or use make an effective contribution
to military action and whose total or partial destruction, capture or neutralisation, in the
circumstances ruling at the time, offers a definite military advantage. While the question
of whether data as a category constitutes a military objective per se is debated, given the
centrality of data to modern State security and armed conflict operations, it is reasonable
to assume that data can be a military objective (witness the importance of intelligence data
throughout history) and one which would be the target of QIT-based uses of force as set
out in Scenario 1 and Scenario 2.

The use of civilian objects for military purposes can render it a military objective.
To this end, of particular interest to information technologies are dual use protocols dis-
cussed above. Rule 101 provides that cyber infrastructure used for dual civilian and mil-
itary purposes is considered to be a military objective provided that its destruction offers
military advantage. This draws upon the distinction (Rule 100) between civilian objects
and military objects, drawing upon Article 52(1) of the Additional Protocol I [12]. Mili-
tary objectives are thus those which make an effective contribution to military action such
that attacking or harming them will provid a military advantage for the aggressor. This
advantage must be definite [13]. Dual use considerations can give rise to precautionary
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obligations upon States to ensure that (consistent with the principles of distinction and
prohibition of unnecessary suffering) civilian harm or harm to civilian infrastructure is
mitigated. As noted in the Manual, cyber activities present difficulties due to their dual
use being often geographically or infrastructurally indistinguishable, such as in the case
of networks used for dual civilian and military purposes. The extent to which attacks can
be localised against distributed targets, such as internets, is thus important and is also rel-
evant to considerations around proportional response. Rule 102 inheres a precautionary
principle for careful deliberation before such dual use infrastructure is targeted. These
considerations of dual use are important as QIT, along with other computational technolo-
gies, is likely to have a considerable dual use functionality. This is in part due to the
considerable infrastructure required to support QIT: quantum computers are not envisaged
as being as mobile as classical computational devices. They are in effect immobile in the
main and would likely be utilised for a combination of State and civilian purposes given
how challenging they are to construct.

4. Methods of warfare

The Manual sets out consideration of the means and methods of cyber warfare, noting the
general laws regarding legality of weapons and methods will also apply in the cyber case.
Rule 103 defines means of cyber warfare in terms of cyber weapons and their associated
cyber systems. Methods of warfare is defined to include cyber tactics, techniques and
procedures by which hostilities are conducted. Both are terms of art within international
jurisprudence. The Manual defines cyber weapons in terms of cyber means that are used,
designed or intended to cause damage or destruction, essentially the same criteria for ren-
dering cyber operations a cyber attack (under Rule 92 - see above). The term includes both
cyber weapons and weapon systems, the former being an aspect of a system used to cause
damage, destruction or injury. Cyber means is broadly considered to include devices, ma-
teriel, instruments, mechanism or software for cyber attacks. The Manual distinguishes
between computational systems which may be means of warfare, as distinct from cyber
infrastructure (e.g. the internet) that is not considered to be a means of warfare, albeit due
to a purported lack of control. In the case of a quantum internet, this may be different
in that the internet in that case is limited and influenced by a limited number of States.
Methods of warfare concerns strategies used, e.g. denial of service strategies rather than
the instruments. Clearly the use of QIT would fall within these conceptual categories with
similar rules applying. Thus in Scenario 2, State A ought to consider the effect of inter-
fering with State B’s quantum resources or quantum internet even if it only does so by
interaction with its own entangled qubits.

The Manual also examines a range of applicable principles such as prohibitions on
cyber warfare means or methods. These include: methods and means that cause superflu-
ous injury or unnecessary suffering (Rule 104); prohibitions on indiscriminate use (Rule
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105) including snowballing or viral-style effects that propagate and cyber booby traps,
those cyber devices who may operate unexpectedly (and so be indiscriminate) (Rule 106).
Rule 110 sets out consequential principles that mandate States using cyber means of war-
fare ensure they do so within the rules of law of armed conflict and that, additionally,
where they are parties to Additional Protocol I, they undertake sufficient precautionary
due diligence regarding the development, acquisition or adoption of new means to ensure
compliance with said international obligations. In the case of QIT, this arguably would
involve something along the lines of considering how the application of QIT in various
contexts has differential impacts by comparison with classical information technologies.
This in turn relates to concepts flagged earlier on in our discussion about the imperative for
detailed technological governance architecture for emerging QIT systems. These types of
due diligence-style obligations on States provide motivation for how and why technology-
specific governance instruments are justified, even possibly required, from an international
law perspective.

5. Conduct of cyber attacks

A number of rules in the Manual cover the actual execution and conduct of cyber attacks.
Rule 111 reiterates that the conduct of attacks which is indiscriminate (e.g. striking targets
that are not lawful targets, or fail to distinguish between civilian and non-civilian objects)
are prohibited. This is drawn from Article 51(4)(a) to (c) of the Additional Protocol I
and forms part of customary international law. The rule is distinguished from Rule 105
above in that it concerns cases where a system that may have the capacity for discriminate
targeting in particular cases fails to meet such discriminatory criteria i.e. a discriminate
means employed indiscriminately. Discriminability is thus considered a central tenet of
the conduct of cyber warfare operations and in turn connects with obligations upon States
to undertake reasonable precautionary analysis of the effects of their offensive cyber ac-
tivities. Rule 112 covers the case where a cyber attack targeting cyber military objectives
may in effect cause unlawful disproportionate impacts on protected classes of object (e.g.
civilians or infrastructure). Thus even where a cyber attack itself on a dual use system
may be proportionate it may fall foul of this requirement, though whether it does is clearly
contextual depending on facts at the time.

Proportionality considerations relating to cyber attacks are considered in Rule 113,
where a cyber attack is considered not meeting standards of proportionality (based upon
the Additional Protocol I) in cases where damage to civilians, civilian objects or other
protected classes is excessive in relation to the concrete and direct military advantage
that may be afforded by doing so. The rule is a customary one of the international law
of armed conflict. Its focus is on incidental harm and collateral damage which do not
render a cyber attack unlawful per se, but does require a calculus between collateral harm
and military advantage to be undertaken or demonstrated by an aggressor State. Similar
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concepts as discussed above in terms of thresholds of cyber activities constituting armed
attacks apply when determining whether a cyber operation may give rise to collateral harm
sufficient to meet the proscription. Collateral harm is sometimes parsed into (i) immediate
first-order effects and (ii) those which are delayed or intermediated by other events of
actions. The Manual notes difficulties in assessing what constitutes excessive and what
constitutes a sufficient military advantage, though notes a number of sources that discuss a
preference for quantifiably concrete and direct impact in assessing military advantage. The
principle inheres a precautionary element obliging States to act reasonably in conducting
preliminary assessments of such trade-offs, as is required for conventional attacks (being
an objective reasonableness test [14]).

However, certainty of outcome is not itself required especially given the difficulty of
estimating collateral harm in advance. This touches to some degree on the inherent uncer-
tainty of QIT use. Such precautionary principles are consistent with other principles es-
poused by the Manual of international law of conflict, such as the duty of State belligerents
to take constant care during hostilities to avoid harming protected classes of object (Rule
114), requirements to verify targets as much as feasible to avoid harming protected classes
of object (Rule 115) along with further rules obliging selection of means and methods of
cyber attacks that respect similar principles and proportionality (Rule 117). Rule 118 sets
out a rule where, in the event there exists an equivalence class of cyber attacks to obtain
similar military advantage, States ought to select the cause of action (cyber attack) which
minimises harm and danger to protected classes of objects. Rule 121 further reiterates
such precautionary principles, requiring States to take necessary protective precautions to
avoid harm or danger to protected classes from cyber attacks (drawing upon Article 58(c)
of the Additional Protocol I and protection against the dangers of military operations).
The advanced capabilities of QIT do not create exceptions to this rule. Belligerents, such
as State A in our Scenarios above, must still conduct a proportionality assessment to de-
termine whether the collateral damage is justifiable. The speed, stealth, or complexity of
QIT-enhanced attacks do not exempt States from this balancing test.

6. Perfidy and deception

A number of rules deal with proscriptions against perfidy, where it is prohibited to kill
or injure an adversary by resort to perfidy (Rule 122) e.g. harming surrendered or sur-
rendering combatants after accepting their surrender. The underlying concept draws upon
the notion of treachery set out in Article 37(1) of the Additional Protocol I. The rule of
perfidy has four elements (i) inviting the confidence of an adversary, (ii) an intent to betray
that confidence, (iii) a specific protection provided for in international law and (iv) death
or injury of the adversary. The Manual considers different view as to whether the Rule
may encompass cyber systems, such as where States agree to a computational monitoring
system and one State defects, or deceptive authentication mechanisms are used by one
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State. Perfidy is distinguished from cyber ruses, which are lawful and it does not apply
to destruction of property. But it does relate (Rule 124) to the improper use of enemy
indicators. While we do not focus on it in this paper, there are interesting game-theoretic
considerations here that arise with respect to our Scenario 2 where States share entangled
resources and can signal their decision to commit to certain strategies.

F. Comparison with Telecommunication Law

1. International Telecommunications Union

One final area of interest from the Manual we mention is that between quantum communi-
cation and international telecommunications law. Most States are party to international law
instruments governing the regulation of international telecommunications, the primary ex-
ample of which is the treaty regime set out in the International Telecommunications Union
(a UN agency that regulates international telecommunication). As a subdivision of inter-
national law, international telecommunication law covers both the provision of telecom-
munication services and infrastructure and so plays a central role in classically facilitating
cyber operations by States globally. The regime is relevant both as a point of comparison
with quantum communication and quantum internet proposals and as a model for how, in
the event a quantum internet or similar is established among States, such quantum network
infrastructure may be regulated. It is also instructive to analyse the extent to which the ITU
regime may already encompass QIT systems. The ITU has already commenced a series
of standards’ development initiatives relating to QKD protocols [15], covering functional
requirements [16], functional architecture [17], key management [18] and control [19],
with additional research in the post-quantum cryptography domain also canvassed [132].

2. Sources of law and obligations of States

The primary sources of jurisprudential principle are set out in the ITU Constitution [20]
and a series of International Telecommunication Regulations [21, 22]. Telecommunication
is defined as any transmission, emission or reception of signs, signals, writing, images,
and sounds or intelligence of any nature by wire, radio, optical or other electromagnetic
systems. The definition is regarded as technology neutral, thus can reasonably be consid-
ered to encompass quantum communication and non-classical methods of communicating
within its scope. International communications as per the Manual concerns the transmis-
sion of data across State borders and through extra-territorial regions while an interna-
tional telecommunication service is the provision of telecommunication capability among
States. The ITU Constitution sets out a number of principles, including the presumption
as to the secrecy of communication of international correspondence (Article 37(1)). Rule
61 of the Manual, based on Article 38 of the ITU Constitution, sets out the principle that
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States must take measures to safeguard the establishment of international telecommunica-
tion infrastructure required for rapid and uninterrupted telecommunications. This includes
maintaining any cyber infrastructure of a State established for this purpose. States are con-
sidered under an obligation of conduct equivalent to a ‘best efforts’ obligation, thus subject
to reasonableness and feasibility. This includes a duty to maintain operational safeguards
and ensure data can be reliably and efficiently transmitted.

3. Sovereignty and telecommunication

The paramount nature of State sovereignty is recognised in the ITU constitution (Articles
35 and 34(2)). States retain a sovereign prerogative to suspend international cyber com-
munication within their territory (and must give notice to other States of this) and may
also stop transmission of private cyber communications contrary to municipal law (Rule
2). The ITU Constitution and Rule 63 set out principles whereby States ought not interfere
with protected electromagnetic (radio) frequencies. State obligations are modified during
armed conflict (a form of lex specialis) where for example jamming or other interference
may be considered lawful in certain circumstances. Under Rule 64, States retain complete
freedom regarding their military radio installations. While specific to the electromagnetic
spectrum, the rules provide a basis for the development of jurisprudence for quantum com-
munications.

VIII. CONCLUSION

Quantum information technology is continuing to emerge as both a strategic asset for
States and a technology that raises its own governance questions. The unique affordances
of QIT, from entanglement - based communication channels to quantum-enhanced crypt-
analysis — both sit within existing legal frameworks for the governance of classical infor-
mation systems, but also give rise to potentially distinct jurisprudential questions regarding
jurisdiction, sovereignty and the application of force in certain strategic contexts owing to
the role of superposition and entanglement. As we have noted throughout, the promise of
QIT, if realised, presents States with compelling opportunities for advantage in peacetime
and conflict scenarios. The ability to potentially decrypt classically encrypted sensitive
information, together with other opportunities arising from quantum sensing and quantum
communication, demonstrates how States may in principle leverage QIT for economic
gain, strategic advantage, or enhanced security.

QIT remains at the developmental and experimental stage across most of its sectors,
with extensive challenges to overcome primarily related to fault-tolerant scaling of the
technology. Thus there is little motivation to seek to implement any new or adapted inter-
national legal instruments regarding international QIT governance per se. However, QIT



QUANTUM INFORMATION TECHNOLOGIES AND PUBLIC INTERNATIONAL
LAW: A STRATEGIC PERSPECTIVE 65

is already subject to a raft of dual-use laws across States globally which already are hav-
ing an impact on how the technology is developed and distributed. This speaks to both
the strategic importance of QIT, but also one way in which international law instruments
could be relevant at this early stage to the development of QIT. Further research may con-
sider how such instruments may be used to deal with dilemmas that dual use controls place
upon QIT development, including considering options for multilateral treaties that set forth
common standards for QIT export controls, prohibit certain quantum-enhanced offensive
cyber operations, or mandate transparency in quantum sensing capabilities. Regional or
global regulatory bodies might supervise the deployment of entangled quantum networks
akin to how international telecommunications networks have been deployed. These instru-
ments could incorporate verification regimes tailored to the special characteristics of QIT,
such as standard protocols for monitoring quantum key distribution networks or auditing
quantum computation facilities.

Such instruments could contribute to the development of existing international cyber
law, bridging the gap between traditional principles and the novel capabilities that QIT
presents. In principle, over time a lex specialis for QIT could emerge, integrated with
broader arms control, non-proliferation, and technology governance efforts. By proac-
tively forging these instruments and institutions, States may be able to address strategic
issues that enable the development of QIT technology and its potential gains, while miti-
gating its potential as a source of destabilisation and conflict.
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APPENDIX

A. JURISPRUDENTIAL CATEGORIES

A. Tallinn Manual definitions

Definition Classical Quantum
Cyber infrastruc-
ture

Includes classical hardware such as
servers, storage devices, and communica-
tion networks.

Encompasses quantum-specific hardware
like quantum processors, quantum commu-
nication devices, and the classical infras-
tructure supporting them.

Cyberspace The environment formed by physical and
non-physical components enabling data
storage, modification, and exchange using
classical computer networks.

Extends to include quantum networks
and environments enabling entanglement-
based communication and quantum data
processing.

Cyber activity Any activity using classical infrastructure
or means to affect its operation, such as
hacking or data breaches.

Activities involving the use of quantum
systems, such as quantum-enhanced en-
cryption or quantum-based attacks on clas-
sical systems.

Cyber operations Employment of classical cyber capabili-
ties to achieve objectives in or through cy-
berspace, often involving offensive or de-
fensive operations.

Utilises quantum capabilities for objectives
like secure quantum communication or
quantum algorithm-based attacks on clas-
sical encryption.

Cyber reconnais-
sance

Use of classical tools to gather informa-
tion about systems, networks, or capabil-
ities, such as scanning or data mining.

Employs quantum techniques, like
quantum-enhanced sensing, to detect ad-
versaries or analyse systems with greater
precision.

Computer system Interconnected classical devices, including
general-purpose and specialised systems,
connected via classical networks.

Includes quantum computers, quantum
sensing systems, and nodes of quantum
networks integrated with classical systems.

Computer net-
work

Infrastructure of interconnected classical
devices enabling data exchange over wired
or wireless media.

Extends to quantum communication net-
works, leveraging entanglement and quan-
tum teleportation for secure data exchange.

Internet A global system of interconnected classical
networks using standardised protocols for
communication and routing.

Incorporates quantum internet concepts,
enabling secure communication using
quantum protocols alongside classical
routing systems.

Data Basic digital elements processed or pro-
duced by classical computers, typically
represented in bytes.

Quantum data represented by qubits,
stored in superposition or entangled states,
requiring repeated measurements for ex-
traction.

Data center Physical facilities housing classical infras-
tructure for data storage and processing, in-
cluding cloud services.

Includes quantum data centers for stor-
ing and processing quantum information
alongside classical data infrastructure.

Electronic war-
fare

Use of electromagnetic energy to exploit or
disrupt classical communication and sens-
ing systems.

Could involve quantum sensing to detect
electromagnetic emissions or quantum at-
tacks targeting classical systems.

Cyber attack Offensive or defensive operations causing
injury, destruction, or damage using classi-
cal cyber means.

Quantum-based disruptions targeting clas-
sical or quantum systems, such as decoher-
ence induction or interception of quantum
communication.

Cyber espionage Classical methods of covertly obtaining in-
formation, such as hacking or intercepting
communications.

Quantum-enhanced espionage using quan-
tum sensing or exploiting weaknesses in
quantum communication protocols.

Table 9: Comparison of Definitions from the Tallinn Manual Glossary in Classical and
Quantum Contexts. This table highlights differences and parallels between classical and
quantum information concepts.
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